Press Release - Backdoor Trojan Threatens to Take Over User Computers

Log into your account | Help

Friday August 11, 2006 Home | Submit Press Release | Edit Your Account | Setup Advertiser Account | About Us

- ™
Press Release August 06, 2006

Press Release Contact Information:
Manish Katara

MicroWorld Technologies Inc.

I 1y wascot | View press releases for August 06, 2006 Antivirus & Content Security
33045 Hamilton Court East, Suite 105
Framington Hills, Michigan

U.S 48334-338

Voice: +1-248-848-9081

Fax: +1-248-848-9085

E-Mail: manish@mwti.net

Website: Visit Our Website

Backdoor Trojan Threatens to Take Over User Computers
Security analysts at MicroWorld Technologies inform that 'Win32.SdBot.asr" slips into user computers via Trojan Downloaders
[ 24- 7PressRel ease/ - FRAM NGTON HI LLS, M, August 06, 2006 - What if your conputer

boots on its own, logs on to websites that it wants, downl oads harnful stuff Iike no
one's busi ness, takes commands from soneone in hinterland Russia and send mails to

anyone and everyone |like there's no tonorrow? Scary? Well, infection of a Backdoor
Troj an naned ' Backdoor. W n32. SdBot. asr' can | ead conputers into a situation |ike
t hat .

Security analysts at Mcrowrld Technol ogies informthat 'Wn32. SdBot. asr' slips
into user conmputers via Troj an Downl oaders or through nmanual downl oads fromthe
Internet. The Trojan Bot is a Wndows PE DLL file created in 'C and packed with
W nUpack

"W n32. SdBot . asr' can execute prograns, reboot the system open files, open webpages
in the default browser of the host, download files, [aunch and manage a Proxy Server
on the victimmachine, redirect information sent to local port towards a renote port
and send out systeminformation to the renote attacker. The backdoor will also |og
on to specific websites to update, upgrade and nutate towards better capabilities.

"Backdoor Trojans often come bundl ed with prograns, ganes and utilities that pretend
to be safe and legitinmate otherw se," says Arti Taru, Assistant Manager R&D

M crowsrl d Technol ogi es. "Sone of the Backdoors are also distributed via the enai
route, where a small piece of code gets into user conputer and grows on to a ful

fl edged mal ware by | ogging on to nefarious websites to upgrade thensel ves. Threat
potential of a Trojan bot is very high as the attacker al nost conpletely takes over
a user conputer and gains the ability to performa plethora of illegal activities
usi ng the victimmachi ne. "

"Though many of these Backdoor Trojans are detected by sone of the Anti Virus
programnms, they are not renoved fromthe Wndows registry. Hence when the conputer
reboots, this malware finds its way back from nowhere. That's why our proactive
Security solution, eScan, renoves registry entries too so that a resurrection of
this Trojan is ruled out," continues Arti Taru.

"The advancenents in recent Backdoor Trojans reflect a larger and radical shift in
the nature and purpose of today's malware | andscape," observes Govi nd Ranmurt hy,
CEO, Mcrowrld Technol ogi es. "Newer threats are getting extrenely focused and
insidious in nature where the attacker works with clinical precision in organizing
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and orchestrating a range of online financial crimes. Right fromlarge enterprises
to a single PC hone user, anything and anyone can be targeted and mani pul ated while
the victimecan still remain conpletely unawares of it, unless fast- updating and
proactive defense neasures are enployed in inplenmenting Real -Tinme security for

i nformation systens."

About M croWwbrl d Technol ogi es

M crowsrl d Technologies Inc. is the publisher of world' s first real tinme antivirus
and content security software eScan and Mail Scan, for desktops and Mail Servers
respectively. Headquartered in Mchigan it has its devel opnent centre in India which
Asi a- Paci fic and Europe headquarter. Mcrowrld has presence in nore that 74
countries today and reselling through a channel network of nore than 13, 000
Resellers, Distributors, Security partner and System | ntegrator.

M crowrl d' s Revolutionary "M croWwrl d- WnSock-Layer (MAL)" technol ogy, the first of
its kind in the world. It deals with these threats before they enter your network,
in the same way that a firewall controls user access.

Qur products, eScan & Mail Scan are relaible and tinme tested products and have been
awar ded sonme of the nbst prestigious awards and certificates in the internet
security industry. These have been succesful in fighting the epidenmcs |ike SOBIG
and the recent MyDoom attack

VB 100%

Checknark,

Advanced CheckVir,

5 cows by TUCOWS,

Best content security and antivirus software -by VAR magazi ne

#HH

Read more Press Releases from Manish Katara:

. Trojan Takes Files to Hostage, Asks for Ransom!
MicroWorld a Front-runner at ITEC, Starting Tomorrow
Is Bill Gates sharing his fortune?

. Trojan, Keylogger and Rootkit - All Rolled into One!

. Winny Virus Wrecks Data Havoc in Japan

. eScan Searches and Destroys Two Major Keyloggers

. Viruses The Single Biggest Cause of Security Breaches, says British Government Agency
Brazilian Hackers Loot Bank Accounts Using a Trojan

. eScan 2006 Wins the Quality Assurance of VB100%

. 2006 Winter Games: FREE OLYMPIC TICKETS LOTTERY - a Virus!

Other Similar Press Release Topics:

New Antivirus And Security Technology.
. Trojan Takes Files to Hostage, Asks for Ransom!
MicroWorld a Front-runner at ITEC, Starting Tomorrow
Is Bill Gates sharing his fortune?
. Trojan, Keylogger and Rootkit - All Rolled into One!
. Winny Virus Wrecks Data Havoc in Japan
. eScan Searches and Destroys Two Major Keyloggers
. Viruses The Single Biggest Cause of Security Breaches, says British Government Agency
. eScan 2006 Wins the Quality Assurance of VB100%
Brazilian Hackers Loot Bank Accounts Using a Trojan

[E] Email article to a friend

http://www.24-7pressrelease.com/view_press_r...6915&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d (2 of 3) [8/11/2006 10:57:56 AM]


http://www.24-7pressrelease.com/view_press_release.php?rID=14799&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=14281&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=12757&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=12435&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=12381&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11886&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11669&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11452&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11451&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11243&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=15121&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=14799&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=14281&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=12757&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=12435&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=12381&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11886&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11669&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11451&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/view_press_release.php?rID=11452&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/email_a_friend.php?rID=16915&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/email_a_friend.php?rID=16915&tf7sid=92ef6c9b2ea82e736d8d34e677146a3d

Advertising opportunities | RSS / JavaScript Feeds | About Us | Contact Us

Require content for your website? Add our RSS Press Release Feeds
DISCLAIMER: Issuers of press releases and not 24-7 Press Release Newswire are solely responsible for the accuracy of the content.
Copyright 2006 24-7 Press Release.com
Terms of Service | Privacy Policy

Press Release Site Map

Tpressrelease.com/view_| 92ef6c9b2ea82e736d8d34e677146a3d (3 of 3) [8/11/2


http://www.24-7pressrelease.com/advertising_page1.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/press_release_feeds.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/about_us.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/contact_us.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/press_release_feeds.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/
http://www.24-7pressrelease.com/index.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/terms_of_service.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/privacypolicy.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d
http://www.24-7pressrelease.com/press_release_sitemap.php?tf7sid=92ef6c9b2ea82e736d8d34e677146a3d

	24-7pressrelease.com
	Press Release - Backdoor Trojan Threatens to Take Over User Computers


