Three-pronged Trojan attack threatens security on the Internet.
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Three-pronged Trojan attack threatens security on the Internet.
Two is company. Three is a crowd. If one is not enough, use two, if two is not enough, use three. This is the credo behind the co-ordinated

Trojan threat looming on the horizon.

/ 24- 7PressRel ease/ - Framington Hills, M, June 08, 2005 - If you thought you' ve seen
everything there was to see of virus threats, think again. Experts are saying this is
"unprecedented", and could be the next big one.

dieder (Wn32.dieder. AK), Fantibag (Wn32. Fanti bag. A) and Mtglieder

(Wn32. Mtglieder.CT) are not nanes of a nodern day version of The Three Misket eers.
These are Trojans engineered for a hacker attack that will infect conputers and open
them for use in further attacks.

" Conbati ng conputer viruses is essentially a game of hide and seek," says Govi nd
Rammurthy, CEO M croWrld Technol ogi es, anong the | eading Security Sol utions providers.
"Hackers riding piggyback on viruses have only a short w ndow of opportunity to maxim ze
their gain before the viruses are detected, neutralized and |l ogged into Virus Definition
dat abases, 'vaccinating' the system against those strains.

W t hout continuing systemvulnerability caused by virus infection there is little they

can do to further their nmalicious ends |ike stealing personal information, credit card

details and other sensitive and vital data. To achieve their ends they need to keep the
system vul nerability going for nore tinme. This co-ordinated Trojan threat is an attenpt
to the keep that 'backdoor' open, essentially buying tinme," he concl udes.

Of the three, Gieder leads the initial charge. It sneaks past anti-virus protection to
downl oad and execute files froma |ong, hard-coded list of URLs and "plant" the infected
machi ne with "hooks" for future use. On Wndows 2000 and W ndows XP nachines, it
attenpts to stop and disable the Internet Connection Firewall and the Security Center
service (introduced with Wndows XP Service Pack 2). Then the Trojan accesses the URL
list to downl oad Fanti bag. The way is now paved to | aunch the second stage of attack.

Sul abh, a tester with McroWwrld Technol ogi es says of Fanti bag, "Now Fanti bag goes about
att acki ng the networking feature of the infected systemto prevent it from conmunicating
Wi th anti-virus firns and denying access to the Mcrosoft Wndows Update site. It closes
your escape route by nmaking it inpossible to download an anti-virus solution and any
subsequent W ndows security patch to your system Effectively it helps Mtglieder (the
third stage Trojan) open the 'backdoor' by shutting the other doors on you."

Mtglieder puts the systemunder conplete control of the attacker by opening the
' backdoor' on a port using which the attacker can update the Trojan, to stay a step
ahead of attenpts to renove it, downl oad and execute files, initiate an SMIP server to
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Three-pronged Trojan attack threatens security on the Internet.

relay spam execute files on the infected conputer and downl oad and execute files via an
URL. "This is what nakes it scary," say Aarti, Assistant Manager, QA, McroWrld
Technol ogi es. "The fact that the system can now be used as a renpte controlled 'soldier'
(bot) in an arny (botnet) of simlarly conpronised nmachines to launch crimnally
notivated attacks, causing harmto Internet users."

Botnets thus formed can anong other things, use your nmachine to |launch Distributed
Deni al of service attacks which overl oad servers, making themcrash, to send out spam
spread new Mal ware, plant Keyl ogger to retrieve your personal information |like identity,
passwords, account numnbers etc., install Spyware, manipul ate online polls/ganes, abuse
progranms |ike Google AdSense to cheat advertisers of revenue, and install Advertisenent
Addons for financial gain as in fake websites advertising services that don't exist.

"Bot nets can even enconpass over 50,000 host nachines. The potential for mschief is
huge," reflects CGovind Ranmmurthy. "Such a three-pronged Trojan attack where attackers
change their virus code and rel ease viruses quickly to bypass virus signature scanners,
t hen di sabl e network access to deny the user link-ups to anti-virus and M crosoft

W ndows Update site for protection has huge significance for virus-signature based
protection. It is a sign of things to cone," he says, renmenbering the scranble at
Mcrowrld | abs to update their products to detect and renove the three Trojans.

Ant i -virus updates for the three-pronged Trojan threat are available at McroWwrld
Technol ogi es site.

Maybe the tinme for worrying about some pinply teenager turning out malicious code
because they have nothing better to do on a nice sunny norning, is over. The world could
be facing a determ ned organi zed crime syndicate who' Il stop at nothing to get what they
want - information precious to you.

For nmore information visit http://www. mMi.net or wite to mani sh@wi . net

About M croWrl d Technol ogi es I nc.

M croWwrl d Technol ogies Inc. is the publisher of world's first real time antivirus and
content security software eScan and Mil Scan, for desktops and Mail Servers
respectively. Headquartered in Mchigan it has its devel opnent centre in India which
Asi a- Paci fic and Europe headquarter. McroWwrld has presence in nore that 74 countries
t oday and reselling through a channel network of nore than 13,000 Resellers,
Distributors, Security partner and System | ntegrator.

Mcrowrld' s Revolutionary "M croWwrl d- WnSock-Layer (MAL)" technology, the first of its
kind in the world. It deals with these threats before they enter your network, in the
same way that a firewall controls user access.

CQur products, eScan and Mail Scan are relaible and tinme tested products and have been
awar ded some of the nopbst prestigious awards and certificates in the internet security

i ndustry. These have been succesful in fighting the epidenics |like SOBI G and the recent
MyDoom att ack
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