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E-Mail Worm Lures With a Screensaver

THE next time you get an e-mail with the subject line "Screensaver" carrying an attachment, watch out. The e-mail worm Conycspa.p is spreading with the help of spam mail that 
promises you a screensaver. Once a victim of this malware campaign downloads the attachment web.exe and tries to run it, the worm gets activated. 

The worm comes with downloader Trojan capabilities as it tries to log on to many Web sites and bring in a couple of Trojans, adware and porn diallers. 

For its spreading routine, it harvests e-mail addresses by searching for DBX files and sends the malicious attachment to all stolen addresses. It smartly avoids e-mail IDs that 
contain strings like "Webmaster" and "support". 

"At a time when malware writers are piggybacking on vulnerability exploits to sneak into computers and do all harm, the author of this worm comes from a rather old school of 
thought," said Govind Rammurthy, chief executive of Micro- World Technologies. 

"He relies on exploiting the human vulnerability of impulsive curiosity. And the fact these kinds of worms are still managing to get some victims stresses on the need for better user 
education in e- mail handling."

If infected with Conycspa.p, you can download and run the free MWAV toolkit from MicroWorld Technologies at http://www.mwti.net/ products/mwav/mwav.asp. 

http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html?source=r_technology (1 of 3) [08/05/2007 11:29:13 AM]

http://www.redorbit.com/join/
http://www.redorbit.com/
http://www.redorbit.com/news/
http://www.redorbit.com/news/video/
http://www.redorbit.com/images/
http://www.redorbit.com/space/
http://www.redorbit.com/science/
http://www.redorbit.com/technology/
http://friends.redorbit.com/homepage.php
http://www.redorbit.com/fun/
http://www.redorbit.com/shopping/
http://www.redorbit.com/sitemap/
http://www.redorbit.com/
http://www.redorbit.com/news/space/
http://www.redorbit.com/news/science/
http://www.redorbit.com/news/technology/
http://www.redorbit.com/news/health/
http://www.redorbit.com/news/general/
http://www.redorbit.com/news/scifi-gaming/
http://www.redorbit.com/news/oddities/
http://www.redorbit.com/news/international/
http://www.redorbit.com/news/business/
http://www.redorbit.com/news/politics/
http://www.redorbit.com/news/education/
http://www.redorbit.com/news/entertainment/
http://www.redorbit.com/news/sports/
http://digg.com/submit?phase=2&url=http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html&title=E-Mail Worm Lures With a Screensaver&bodytext=THE next time you get an e-mail with the subject line ''Screensaver'' carrying an attachment, watch out. The e-mail worm Conycspa.p is spreading with the help of spam mail that promises you a screensaver.
http://del.icio.us/post?url=http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html


E-Mail Worm Lures With a Screensaver - Technology - RedOrbit

(c) 2007 New Straits Times. Provided by ProQuest Information and Learning. All rights Reserved.

Source: New Straits Times

Rate this article:

 

User Comments (0)

Comment on this article

Your Name

Text from the image
  

Comment

* All fields are required

More News in this Category
 

 
May 7, 2007, 9:09 pm
Raw Video: Guests Arrive for White House Dinner

May 7, 2007, 8:09 pm
State Rep. Describes Dramatic Rescue

May 7, 2007, 6:09 pm
AP Top Stories

May 7, 2007, 6:09 pm
First Person: Life After Tornado

May 7, 2007, 4:09 pm
Dramatic Rescue in Tornado-Ravaged Kansas Town

http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html?source=r_technology (2 of 3) [08/05/2007 11:29:13 AM]

http://www.redorbit.com/news/archive/#category3
http://digg.com/submit?phase=2&url=http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html&title=E-Mail Worm Lures With a Screensaver&bodytext=THE next time you get an e-mail with the subject line ''Screensaver'' carrying an attachment, watch out. The e-mail worm Conycspa.p is spreading with the help of spam mail that promises you a screensaver.
http://del.icio.us/post?url=http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html
http://www.redorbit.com/news/video/?mid=17816&utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer
http://www.redorbit.com/news/video/?mid=17815&utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer
http://www.redorbit.com/news/video/?mid=17814&utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer
http://www.redorbit.com/news/video/?mid=17813&utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer
http://www.redorbit.com/news/video/?mid=17812&utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer


E-Mail Worm Lures With a Screensaver - Technology - RedOrbit

May 7, 2007, 3:09 pm
Colored Coin or International Spy Ring?

Once 15, the only naturally migrating flock of whooping cranes now numbers ___. 
37

77

177

237

 

View results 

RedOrbit Advertising | About Us | Contact Us | Privacy Statement | Terms of Service | Abuse Reporting | RSS Feeds 

© 2002-2007 redOrbit.com. All rights reserved
All other copyrights remain the property of their respective owners 

http://www.redorbit.com/news/technology/926565/email_worm_lures_with_a_screensaver/index.html?source=r_technology (3 of 3) [08/05/2007 11:29:13 AM]

http://www.redorbit.com/news/video/?mid=17811&utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer
http://www.redorbit.com/news/video/?utm_id=Miniplayer&utm_source=Miniplayer%2Bon%2BRedorbit&utm_medium=Miniplayer%2BSource&utm_campaign=Miniplayer
http://www.redorbit.com/advertising/
http://www.redorbit.com/about_us/
http://www.redorbit.com/contact_us/
http://www.redorbit.com/privacy_statement/
http://www.redorbit.com/tos/
http://www.redorbit.com/abuse/
http://www.redorbit.com/feeds/

	redorbit.com
	E-Mail Worm Lures With a Screensaver - Technology - RedOrbit


	GEMPNIOKBPPLABAHHKCMDMJJFFEJNAJA: 
	form1: 
	x: 
	f1: 


	form2: 
	x: 
	f1: foo


	form3: 
	x: 
	f1: 
	f2: 
	f3: 

	f4: 

	form4: 
	x: 
	f1: Off
	f2: 194

	f3: Vote
	f4: 




