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A new Worm creeps all over Myspace

It's great to meet people online and
befriend them, to share your thoughts,
photographs, movies and much more.
Even better when the community
website is easy to login to and manage;
until your network intermingles with the
criminal gangs of the web underground!

Security Experts at MicroWorld

Technologies inform that a Worm

named ‘Win32.0figel’ is spreading in

large numbers across the world among a 70 million strong user base of
the highly successful community portal, Myspace.com. Security experts
had long raised concerns about the vast opportunity that websites like
Myspace provide to online thieves and criminals, in exploiting their open
nature and easy access.

When a member of the community views an infected profile, a Quicktime
movie carrying Ofigel Worm is played, which exploits an XSS vulnerability
in the network using a Javascript. The Worm then replaces user’s
Myspace menu with a fraudulent one and the menu items redirect the
user to a Phishing website identical to Myspace, where the Username and
Password of the victim are captured.

Then the Worm logs onto certain websites to download the malicious
Quicktime movie and adds it to the user’s profile. When a new user,
mostly the victim’s contact, watches the movie, his or her computer gets
infected and the chain goes on.

As if that’s not enough, Ofigel later harvests the email IDs of victim’s
contacts and starts sending Spam mails to them with subject lines like:
What else is there to do on a Sunday, You better not forget about this,
Hehe that was so funny, Better see this one last time lol, Who’s coming to
the party tonight, etc. All messages quiet in sync with the youth culture
of Myspace.

“This is just one of the many recent incidents that goes on to prove how
multi-tiered and multi-pronged the online threats have become in recent
times,” says Sunil Kripalani, Vice President, Global Sales and Marketing,
MicroWorld Technologies. “The attack involves a Worm, a media player,
Phishing and Spamming. It also gives a clear indication that community
websites are fast becoming one of the most preferred vectors of malware
proliferation”.

Myspace officials inform that they are acting to minimize the impact of
this worm on users, by identifying the URLs attempting to exploit this
vulnerability. Those URLs are being blocked, while the infected profiles
being removed.

The Futuristic AntiVirus and Content Security software, eScan from
MicroWorld technologies, effectively protects users against all kinds of
Security Threats including the ones like Ofigel worm. The application is
powered by a fast updating Virus Protection mechanism and Behavior and
Intention based analysis for Proactive Threat Detection. The software also
gives the option to block Javascripts in browsers to guard against
malwares that take the script route of infection.

http://www.pcformat.co.za/modules.php?name=News&file=article&sid=507 (1 of 3) [12/7/2006 3:34:54 PM]

i)

Your Account

December 7, 2006

Login

Nickname

Password

!

Security Code: - 98?63?
Type Security Code

Login
Don't have an account yet? You
can create one. As a registered
user you have some advantages
like theme manager, comments

configuration and post
comments with your name.

Related Links

- More about Security
- News by Cameron

Most read story about
Security:
New virus doing its rounds

Article Rating

Average Score: 5
Votes: 1

R

Please take a second and vote
for this article:

Arfcicic
Ffcicse
Hfcde
Yok

%

ONONONONG)

| Cast my Vote! I



http://www.pcformat.co.za/index.php
http://www.pcformat.co.za/modules.php?name=Search
http://www.pcformat.co.za/modules.php?name=Forums
http://www.pcformat.co.za/modules.php?name=Your_Account
http://www.pcformat.co.za/index.php
http://www.pcformat.co.za/modules.php?name=Your_Account
http://www.pcformat.co.za/modules.php?name=Your_Account&op=new_user
http://www.pcformat.co.za/modules.php?name=Content&pa=showpage&pid=42
http://www.pcformat.co.za/modules.php?name=Content&pa=list_pages_categories&cid=3
http://www.pcformat.co.za/modules.php?name=Content&pa=list_pages_categories&cid=4
http://www.pcformat.co.za/modules.php?name=Content&pa=list_pages_categories&cid=5
https://www.hetzner.co.za/pg-secure/pcformat/index.htm
http://www.pcformat.co.za/modules.php?name=Content&pa=showpage&pid=19
http://www.pcformat.co.za/index.php
http://www.pcformat.co.za/modules.php?name=Content
http://www.pcformat.co.za/modules.php?name=FAQ
http://www.pcformat.co.za/modules.php?name=Feedback
http://www.pcformat.co.za/modules.php?name=Forums
http://www.pcformat.co.za/modules.php?name=gallery
http://www.pcformat.co.za/modules.php?name=Members_List
http://www.pcformat.co.za/modules.php?name=Private_Messages
http://www.pcformat.co.za/modules.php?name=Recommend_Us
http://www.pcformat.co.za/modules.php?name=Search
http://www.pcformat.co.za/modules.php?name=Stories_Archive
http://www.pcformat.co.za/modules.php?name=Submit_News
http://www.pcformat.co.za/modules.php?name=Surveys
http://www.pcformat.co.za/modules.php?name=Topics
http://www.pcformat.co.za/modules.php?name=Your_Account
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583094#583094
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583094#583094
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583093#583093
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583093#583093
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583092#583092
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583091#583091
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583091#583091
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583090#583090
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583090#583090
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583089#583089
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583086#583086
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583085#583085
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583085#583085
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583082#583082
http://www.pcformat.co.za/modules.php?name=Forums&file=viewtopic&p=583077#583077
http://www.pcformat.co.za/modules.php?name=Forums
http://www.pcformat.co.za/modules.php?name=News&new_topic=19
http://www.pcformat.co.za/modules.php?name=Your_Account&op=new_user
http://www.pcformat.co.za/modules.php?name=Search&topic=19
http://www.pcformat.co.za/modules.php?name=Search&author=Cameron
http://www.pcformat.co.za/modules.php?name=News&file=article&sid=19

PC FORMAT MAGAZINE - A new Worm creeps al over Myspace

User Info

m Welcome, Anonymous

vorame ]
passwora[____]

Security Code:
Type Security Code

Login | (register)

459198

'ﬂ Membership:
Latest: SwitchBlade
ﬂ' New Today: O
New Yesterday: 6
':‘ Overall: 9935

m People Online:
':l' Visitors: 135
ﬂ' Members: 81
':' Total: 216

ﬁ Online Now:
01 : Gromit

02 : redeemer0302
03 : mongwopman
04 : Slght

05 : Anakha56
06 : qwiksilva666
07 : Acidkidsa

08 : SirMow

09 : Mori

10: Futs

11: 134z1k

12: schase

13: Maggot

14: cYcLlc

15: roland

16: revenant

17: SoulBlade
18: mav3rick

19: novio

20: SquattingDog
21: alanf85

22: qace

23: saflyfish

24: Keigo

25: rats

26: cyclopsfun
27: PeanutButter
28: Hex_Rated
29: Abominog
30: PsychO_Cri1tt3r
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MicroWorld
Options

MicroWorld Technologies (www.mwti.net) is the developer of the world\'s

most advanced AntiVirus and Content Security software eScan for [= Printer Friendly
Desktops and Servers. Its gateway-level email security software,

MailScan, is a comprehensive mail scanner for SMTP/POP3 Mail Servers.

MicroWorld Winsock Layer (MWL) is the revolutionary technology

underlying these products, powering them to several certifications and

awards by some of the most prestigious testing bodies, notable among

them being Virus Bulletin, Checkmark, TUCOWS, Red Hat Ready and

Novell Ready. On the Network Security side, MicroWorld offers a

powerful, futuristic network firewall branded as eConceal.

To learn more, kindly visit
http://www.mwti.net.
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