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Welcome

ProxyGate is a full-featured, multi-threaded SMTP/POP3 proxy and Port redirector for Windows
based machines. Taking very little memory & extremely fast, ProxyGate allows you to separate
out your Mail Server from direct path of the Internet, in order to avoid any kinds of hacks. You
can create any number of services inside ProxyGate & it also supports Proxy Cascading feature.
This chapter provides details about the following topics:

* Audience
* How this guide is organized
* Typographical Conventions

= Contact Us

About this Guide

ProxyGate is a proxy server that connects to your gateway server and users with the Internet. It
stores and sends messages to and for users. This document provides details to install, configure
and use ProxyGate.

Audience

This Guide is for system administrators and users involved in installing and using ProxyGate

Typographical Conventions

The following typographical conventions are used in this guide.

This Represents

313

Bold A Menu or a menu option. When enclosed in
in the screen.

, the name is as displayed
A long name is denoted by the first few words and ....... It is enclosed in *

SMALL CAPS Buttons on dialog boxes/child windows.
Italics Entry Fields in dialog boxes/child windows.

Type Information you need to enter.

Usetr Guide — ProxyGate 6
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Hyperlink Is a hyperlink. Click to access related topics.
Tasks Represents a key task of feature.

* When you have to navigate between menus the following convention is used: menu >
menu >...

For e.g. MailScan > Monitor > Settings. Means: in MailScan, select (click) the Monitor menu
and choose (click) Settings.

Related Topics
Provides a cross-reference to a related topic.

Note
Provides additional information about a certain topic.

= Bulleted lists provide information or indicate procedures with steps that you carry
out sequentially.

Usetr Guide — ProxyGate 7



www.mwti.net

MicroWorld Technologies Inc.

Contact Us

This section gives details to obtain support from MicroWorld. We offer 24x6 support to our
customers through e-mail and telephone.

E-Mail support
We provide e-mail support.

* Drop us a line at mailto:support@mwti.net

Telephone Support

* We provide telephonic support.

* Callusat+ 1-732-6077501 Fax: +1 - 732 — 6077503 (USA Office)

= Call us at +91 - 22 - 8265701 (5 lines) Fax: +91 - 22 — 8304750 (Asia — Pacific Office)

Our offices:

US Office Asia - Pacific Office
MicroWorld Technologies Inc. Plot No. 80, Road No. 15,

109, White Oak Lane, Suite # 200-P, Old Bridge, = MIDC - Marol, Andheri (E),

NJ 08857,
Mumbai - 400 093, India.

USA
Tel: (+91-22) 8265701 - 05

Tel: (+1)-732-607 7501/02
Fax: (+91-22) 830 4750

Fax: (+1)-732-607 7503

For more information about our products, please visit: http://www.mwti.net/

Usetr Guide — ProxyGate 8
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About MicroWorlid

MicroWorld is one of the leading solution providers in the areas of content security and Anti-
Virus products for desktops, large networks and corporate mail servers. New products that are
launched include ProxyGate and eTraq, which is a CRM application. With its corporate head
quarters in New Jersey and development center in Mumbai, India, we offer round-the-clock
support, through our regional offices and over 10,000 channel partners spread across the globe

ProxyGate Services

ProxyGate allows you to run three types of services. They are briefly explained below:

* SMTP Proxy Service - This service creates a proxy to control incoming and outgoing
email through the ProxyGate server and onto the network, including email aliases and
filtering.

= POP3 Proxy Service - This service creates a proxy to control downloading of emails
through the ProxyGate server and onto the network.

* Port Redirector Service (PRS) - Port redirection is an important concept in TCP/IP
emulators because it allows other people to connect to your PC, as well as allowing
some programs to work that normally would not work.

Features of ProxyGate

Features of ProxyGate are given below:
* Full Log of sessions & currently active sessions.

= Any number of services, each can be configured independently to listen on any port
or asked to bind on one or multiple IPs.

= SMTP: Can limit number of simultaneous connections.

= SMTP: Can limit size of messages.

= SMTP: Relay control.

= SMTP: Alias manipulation.

= SMTP: Ability to specify Session Timeouts.

= SMTP: Ability to dynamically substitute domains.

= SMTP: Features to route or redirect mails to and from specific users or domains.

= SMTP: Ability to reject mails from specific users, domains or IPs.

Usetr Guide — ProxyGate 9
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= SMTP: Ability to specify IPs, domains or users from which mails are to be accepted.

=  POP3: Ability to specify access restrictions.
*= POP3: Direct or via Cascaded Proxy (supporting both Socks 4 and Socks 5).

= POP3: Ability to pipe non-proxy requests to predetermined server.

Usetr Guide — ProxyGate
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Installation

Software and Hardware Requirements

Your system should have Windows 95 /NT or above installed.

Your system should have minimum of 64 MB RAM, 50 MB of free hard disk space and a CD
ROM player.

Prerequisites for Installation

Before installing the software ensure that the following are done:
* Find your systems operating system version and service pack number.

*  Check for the largest drive/partition and install ProxyGate on that drive/partition.

Installation Process

Installation is very simple, a point and click operation and done using the built-in install
wizard. A user-friendly interface prompts you and presents a range of choices. Instructions are
displayed in the screens that give you specific information. To abort installation, select
“Cancel” in any of the screen. This section gives the step-by-step installation process.

* The software is sent to you in a CD. Load the CD in the player and open the CD
Rom directory.

®  Select “autorun” icon. Screen in Figure 1.1 is displayed. This is the start up screen for
installing the application. Click Next.

Usetr Guide — ProxyGate 11
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ProxyGate 1.2 for Windows

ProxyGate

SMTP and POP3 Proxy for Windows

‘Welcome to the ProsyGate 1.2 for Windows setup
X Aty g0 | prosram This willinstal ProwyGiate for Windows on your
compuler.

Itig strangly recommended that you close all other
applications wou have running befare continuing. This
will help prevent any conflicts during the installation
process.

Click Mext to continue, or Cancel to exit Setup.

SMTP and FOP3

Proxy for
Windows

| cancal

Figure 1.1 Install — Opening Screen

» Following table provides details of each step for installation.

Step 1 St Dasiouten Buzcloy

Sk ko e S
- .. . . ProxyGate Procgeiate 1, Fou ks S T 0 2
In Figure 1.2, select Next, to begin installation. Screen in

Figure 1.2 is displayed. Select the directory to install
ProxyGate.

The progree e o boat 20 WE of dat cpace
Chee Heed tn eortrum, =4 Cancsd b et S

cguck [ Hear | Concal |

Figure 1.2 Select Destination Directory

Windaws

Step 2
ey e ml-lanw;nnl.:
ProxyGate W":'MW. o our

The application is ready to be installed. Click Install. s
. Irel b i i i, o ik
Buach, i v waarsl b revies o cSwarge arry setbrgn.

Bk [P ] fe |

Figure 1.3 Begin Installation
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Step 3 EIE————
Ewttacting Hes
Requited files are extracted C:NProgram Fies ProvyGan’TEMPFGAdmin sxe

I -

Figure 1.4 Files extracted

Step 4 e

ProxyGate

The installation is complete. Select Finish

(=

Figure 1.5 Finish Installation

= To start ProxyGate, click Start > Programs > ProxyGate for Windows >
ProxyGateAdmin. The following icon is added to the Windows task bar ﬁ

= Right click the icon and choose ProxyGate Admin.

Post Installation Configuration

= Ensure that other POP3 Servers, SMTP Servers and Proxy Servers are not running
on the system.

= To configure multiple services, multiple IPs needs to be assigned to the system.

User Guide — ProxyGate 13
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Getting Started

User Interface

This chapter gives details of standard conventions used in this guide. Also included are
components of a typical user interface, how to navigate the screens, meanings of various symbols
and buttons, types of fields and how to enter values in them.

User interface is the front end of the software. The software is made of different screens. You
carry out tasks; enter values, set preferences, etc., using screens. This section explains the
components of a typical user interface.

jplay Box  Drop-down list

] &
H :

Radio Button Walue entry field  Check Box  Action button

Figure 2.1 Typical User Interface

User Guide — ProxyGate 14
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Screen Components

Typical screen components are explained below:

Screen Function
Component

Service Name The service type currently bring setup is displayed.

Tab Page Represents a task used to configure and run a service. There are multiple tab pages in
the screen.

Display box  Non-editable box shows a list of values.

Drop-down list Displays a list of pre-configured values. The adjacent name provides info about its
function. Click to select a value.

Value entry You need to enter valid values in this field. Click in the field and type.
field

Radio Button Adjacent name provides info about the radio button. Click in the circle to select it.
Check Box Click to select. Adjacent name provides info about the check box.

Action Button Click to perform actions like Ok, save, cancel, etc.

Usetr Guide — ProxyGate 15
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ProxyGate Tasks

ProxyGate has a group of tasks that allow you to run the software. The application is configured
to execute them automatically. You can run some of the tasks manually. This section provides a
list of different tasks, manually run with MailScan. Detailed explanations of the tasks, meanings of
fields etc are described in successive individual chapters.

To launch ProxyGate tasks

= After the application is installed, in the application status bar, right click @ Orin
Start > Programs > ProxyGate for Windows, click ProxyGateAdmin.

=  Pop up menu shown below, is displayed. Tasks are displayed as links. Click on the
links to open them.

E}. Proceyiaabs Admin

[41 Start Engine
(%] Stop Engine

L0 Wiew Main Log
T_f Flush Log

i) About ProsyGate

€ Ext
Details of ProxyGate tasks

Details of each task are given in the following table.

Task Name Function
ProxyGate Opens the Proxy Admin screen. You can configure and run tasks related to POP3
Admin Proxy Service and SMTP Proxy Service.

For more details, refer ProxyGate Admin Details.

About Displays the splash screen of ProxyGate Server.
ProxyGate

Start Engine  Starts the ProxyGate Engine. By default the engine is always started and running.
Refer Start Engine

Stop Engine  Stops the ProxyGate engine from running. Refer Stop Engine.

Flush Log Flushes the ProxyGate Admin log files.

Usetr Guide — ProxyGate 16
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Task Name Function

View Main Displays the Main Log Files of ProxyGate. Refer View Log Files.

Log

Exit Exits from ProxyGate. It continues to run in the background.

Usetr Guide — ProxyGate
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ProxyGate Admin

ProxyGate Admin carries all the modules of ProxyGate: SMTP Proxy Service and POP3 Proxy
Service. Screen in Figure 3.1 shows the ProxyGate Admin screen The ProxyGate Admin allows
you to perform the following tasks:

* Add New POP3 Proxy Service

* Add New SMTP Proxy Service

* View Main Log Files

* Start/Stop Proxy Engine

*  Start/Stop and modify Proxy Service

To launch ProxyGate Admin

In the Windows application task bar, right click a and choose ProxyAdmin. Screen in Figure
3.1 is displayed.

* If the ProxyGate Admin icons is not displayed in the task bar, click Start > Programs

> ProxyGate for Windows > ProxyGateAdmin. The a icon is displayed in the
Windows task bar. Right click and choose ProxyAdmin. Screen in Figure 3.1 is
displayed.

Existing Services Menu Tasks

ARG - AZAITIG]T ; wmemem e e eane ﬂ
<1603 - L20T3951 7 - Progpbate Server Vesson 1.0

- IS TE Y - XN T - I Micowoald 20032004

VL0 - L2TEET - Wb g/ s et et

1HE03 - LFILINT: Saler sabesBroeviined

SRR LT T Suppot s e past

IRIRIT SR T | e St —
) [ Service [ POP3 Praxy Service I:gglg Et‘%'ﬁmj:n"?_m
A & o of Nastvadn Ly ol
L Wow Servizs Log SHTP Proey Servien | 45n33m0m17 S g conbgrnd sarvice:
T Servicn Propesties [CHFTENE - TETETE - 250339507 - "Proceplisle™ Siarvas |t Ry Mowe,
) Ramove Servc D4/2205 - 19:200.28 - 4233339517 - Slant "popTemnm1” Servicn Fagus
04/2205 - 15:20:28 - 4230339517 - Successhilly Stased “FOP3 Prosy £
04722400 - 19:24.16 - 423039517 - Start "srrigoerems 1" Servin Alaque:
0472200 - 19:24:16 - 4230339517 - Successhfy Stased “SMTP Prosy !
04/28/00 - 19:06:32 - APSOBAOGES : ~momesessnrfen R — enanensaes
04 72800 - 15:05: 32 - dZ32RS06ES - Proomliated S eovey Wesson 1.0 b
| ] e | v
atzion 1.1 . Prosg/Giate Ordne] |Prosyiaie Stanted & 11 TE003 184379 ¥
L 4
ProxyGate Activity

Figure 3.1 ProxyGate Admin
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ProxyGate

There are two main frames in the screen.
Services:

Displays the list of services currently running. The very first time you start the application
this frame is blank. You need to first add a new service, either POP3 Proxy Service or SMTP
Proxy Service. The service you add is displayed in this frame.

History

Displays the activities of the running service. For the service selected in the “Services” Frame,
following details are displayed:

Start Time: Displays start time of client activity

Client IP: Displays IP of client who has connected to the service
Server IP: Displays outbound server IP

RemotePort: Displays the port number of remote outbound server
Info: Displays user ID, logged in at the remote outbound server
Bytes Sent: Displays number of Bytes sent

Bytes Received: Displays number of Bytes received

Log
Provides a log of MailScan for Lotus Notes. Details of ProxyGate version, time of starting and
stopping services, etc. are displayed.

Active
For the SMTP, POP3 or General services, you can view details of client IP that logged in, time
when the session was started, Server IP and the Remote Port Numbert.

ProxyGate Admin Details

Refer to screen in Figure 3.1, the screen elements are explained below.

File: Add new setrvice and start/stop engine.

View: View and modify for the selected service and view main log file

Usetr Guide — ProxyGate 19
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Options: Start/stop and remove selected service

Help: Run on-line help, change password, view license information and the splash screen of
ProxyGate.

File

Allows you to perform the following tasks:
®  New Service
= Start Engine
= Stop Service

=  Exit

View
Allows you to perform the following tasks

= Service Properties

= View Main Log

Options

Allows you to perform the following tasks:
= Start Service
= Stop Service

=  Remove Service

Help
Allows you to perform the following tasks:

* Help Topics
= Password
= License Information

=  About

Usetr Guide — ProxyGate 20
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SMTP Proxy Service

This chapter provides information to configure SMTP Proxy settings of ProxyGate. Users use the
service when they wish to connect to the proxy to send messages. The first time you start the
software, you have to add the service. The service is created with default settings. You can then
modify the settings.

About this Chapter

This chapter provides information to configure SMTP Proxy settings of ProxyGate. Users use the
service when they wish to connect to the proxy to send messages. The first time you start the
software, you have to add the service. The service is created with default settings. You can then
modify the settings.

The following topics are included:

® Toadd New SMTP Proxyv Service

= General

* Bindings
* Incoming Mails
= Alias

= Sessions

=  Logging

= Substitute Domains
= Routing

=  Forward

= Reject

= Access To

To add New SMTP Proxy Service

» In Figure 3.1. select File > New Service > SMTP Proxy Service. Screen in Figure
4.1 is displayed.

= The screen has tabs that allow you to configure individual settings.

= Next sections provide information about each tab page.

Usetr Guide — ProxyGate 21
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General SMTP Proxy Service Settings

This tab page allows you to carry out general settings for the service. You can select how the
service should start: automatically, manual start/stop or if the service is disabled. You must
enter the IP of the outbound server and the port number available for the service.

Note:

Machines running on Win 95/98/ME have only a single IP or interface and so it is not possible
to add multiple services on such machines. You can add multiple services on machines running
with Win 2000/XP/NT.

Field Name

Service Name

Description

Service Startup

Usetr Guide — ProxyGate

r" SMTP Proxy Settings

AccessTo | Reiect | Forwsd | Rowte | Substhule Doenains
General IBEMnnsl Incoming Mails | Aliases | Sessiors | Looging

Serdace Mame [EMTP Py S
[ezcnphion m
Sepmce Slanup |5ewu:e will stant automaticaly ﬂ

Serace Pt IZE

-Send mal viz |5 mal ssever

Distbound Server |152.1681,39 |25

[ Corcel |

Figure 4.1 General Settings for SMTP Proxy Service

Description

Enter the unique name of the service you have selected to configure i.e. SMTP
Proxy Service or SMTP Proxy Servicel. If you are configuring an existing
service, then the name previously added is displayed here and the field is non-
editable.

Enter a brief description of the settings configuration you are carrying out.

Drop-down box allows you to select how the service starts. Select one of the
values. Available values are:

Service will start automatically: Select this to start the service automatically each
time your system is booted.

Service is disabled: Select this to disable the service. When the setrvice is

22
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Field Name Description

disabled, the icon changes to (X ]

Manual Start / Stop: Select the link if you need to start and stop the setvice
manually.

Service Port Enter port number to which the service connects. Default Port number is 25.

Outbound Server  Enter IP address of the SMTP Relay Host for Out Bound Messages, which
accepts messages. Enter the Port number of this server through which the
outbound server accepts messages.

Ensure that this server is running before starting the service.

= Select OK to save.

Bindings SMTP

A system may have multiple IPs with a single network card or multiple IPs with multiple network
cards. You can specify the IP that the clients use to connect with the service. Otherwise all IPs are
bound to incoming connections. This tab allows you to bind a single or multiple IPs to the
service. Binding is done for incoming connections.

E‘JSMTP Proxy Settings x|
Aocess To | Reject I Forward I Route | Substitute Domaing
General  Bindings | Incoming b ailz I Aliazes I Sessiong I Logging

= Allow Connections coming in on any interface

o Connections accepted on the |192_‘| £2.1.28 j

fallawing interface anly

= Specify the interfaces on which connections will be accepted
Bound | Status |
Available | Bound |
192168.1.28 Stopped
127001 Stopped

Figure 4.2 Set Bindings for SMTP Proxy Setvice

Field Name Description

Allow Connections A PC may have multiple IPs with a single network card or multiple IPs with
coming in on any multiple network cards. Select the radio button to allow any IP to connect
interface with the Proxy Server.

Usetr Guide — ProxyGate 23
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Field Name Description

Connections Select the radio button to allow connections to be accepted on a specific IP.
accepted on the =~ When the radio button is selected, the adjacent drop-down list box is
following interface enabled. A list of existing interfaces is displayed. ProxyGate extracts these

only during installation from your network configuration of your system. Select
the required IP.
Specify Interface  Select the radio button to specify or Bourd | Statue
on which bind the IP on which connections are Bl S
connections will be accepted. The display box shown in
accepted the following figure allows you to ool [ Boud
specify the IP of the new interface and 127001 | Stopped
modify the existing IPs.

There are two frames in the display (1St avend Fanee

box. Bottom frame shows the IPs that Double click on an IP in the bottom

arc available for binding. Top frame  frame and edit it as required. It is

shows IPs that are bound. moved to the top frame, meaning
that it is bound to the proxy. In the
top frame, if you double click on the
IP, it is moved back to the lower
frame.

Incoming Mails

This tab allows you to add local mail domain to which incoming mails are sent. You can specify
or limit the number of recipients and also specify the maximum mail and attachment size. Some
users use the proxy to relay mails. Relay service can be used by Spammers to send Spam.

EJE-HTF' Prl:l;r:!,l Sﬂﬂirllﬂ!g'

hecessTo | Repct | Foward | Route | Substiute Domans
General | Brvdngs  IncomngMals | Afiases | Sessiors | Logaing
i Local Mal Domans

| add || Remove |

~ Incoming Mail Ophon:

(] Lim# murrber of recipints to 100
[+#]{Lim#t message size o max | [1026 | Koptes
Relaying [.ﬁ.l:ﬂ.-'- elamng :1

[wiene neithes the sender nor the iecipient domarn is local)

| ok || Cancel |

Figure 4.3 Incoming Mails for SMTP Proxy Service
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Field Name Description
Local Mail Enter the local mail domain name in the field and click Add. The name is
Domains displayed in the list box. To remove a name from, click on the name and select
Remove.

Limit number Set the maximum number of recipients who can receive a cc of a mail. For e.g. if
of recipients to you have addressed a mail to 6 e-mail IDs, and entered the value in this field as 5,
then the mail is not delivered to the sixth ID.

Limit message Enter the maximum incoming message size in KB that should be allowed. Mails

size to max above this size are not accepted.

Relaying When neither the sender nor receiver of mails are from the local domain, you can
specify how relaying of mails is allowed. Drop down list displays the values you
can select

Allow Relaying: Relaying of mails is allowed This is set as default value if a local
domain is not present.

Reject relay attempts: Relay is not allowed

Silently discard relay attempts: When an attempt is made to start relay, it is not
allowed to initiate and no warning message is sent to the mail sender.

Aliases

When mails are sent to a recipient, you can specify an alias that receives the mails on the original
recipient’s behalf.

;1 SMTP Proxy Setlings

BecessTo | Peiect | Foward | Route | Subsitie Domaing
General | Bindngs | IncomingMale  Alases | Sessions | Logarg

| Changed To |

| aAdd || Remove || Edi |

Figure 4.4 Aliases Settings for SMTP Proxy Service

= Display box shows a list of original recipient IDs and the alias ID who receives the
mail on their behalf. To add an alias, select Add. The following dialog box is
displayed.

Usetr Guide — ProxyGate 25
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[CAEdit SMTP Aliases Settings

Mail Receved From
Iqa@nmi rigt

Change Addiess To
Ia-:lrrm@'mwti.net

| ok || cancel |

= Enter the email IDs in the respective fields and select Ok. The names are listed in
the display box shown in Figure 4.4.

Sessions SMTP

When a user does not show any activity, you can specify the timeout in seconds after which
the connection is broken. This reduces the idle time of the network and allows other users to

access the proxy.

(G2 SMTF Proxy Settings

hccessTo | Reject | Fowad | Rouwe | Substitde Domains
Gereral | Bindings | Ircoming Mais | Alisses  Sessions ILnggrg

Tmeauts

v iiS et limeaul ater] [0 seconds of inactivily

Figure 4.5 Sessions for SMTP Proxy Service

= Select the check box and enter the timeout in seconds.

Logging SMTP Activity

ProxyGate has a robust reporting feature that allows you to create customized Log files of events
for a service. You can choose the session event and configuration event for which Log files are
created
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Log events
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L SMTP Proxy Settings X
Aocess To | Reject | Fonaard | Route | Substitute Domaing |

General I Bindings I Incoming b ails I Aliazes I Sessions  Logging

" Do nat lag events far thiz service

—Session event

D Request details D Sezsion termination
D License violations |:| [ebug
—Caonfiguration ewent:
E‘ Service start / stop I:‘ Configuration changes
IE| Errars I:‘ Authorization failures
NG s [ W e

Figure 4.6 Logging for SMTP Proxy Service

Description

Do not log events for this service For the selected service, logs will not be
created if you select the radio button. Other fields in this screen are disabled if
this option is selected.

Logs are created if this radio button is selected. Other fields in this are enabled
only if this button is selected. Logs can be created for the session and
configuration events.

Session events Details of a session are logged. You can allow log files to be created when the
following events occur.

Session creation Logs details when a session is created

Session traffic
Request details

Session
termination

License
violations

Debug

Configuration
events

Service start /
stop

Configuration

Usetr Guide — ProxyGate

Logs details of traffic flowing out of the service in a session
Logs request details of users who have requested for a connection

Logs details when a session is terminated

Logs details if any license violations occur duting a session

Logs details of any bugs that occur in a session

Log files are created when the following configuration events occur

Log details when a service is started or stopped

Logs details when changes in the service configuration are done
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Field Name Description
changes
Errors Logs Details of errors during configuration events
Authorization Failure Log details when authorizations by users fail
Failures

Substitute Domains

Screen allows you to substitute a domain with another domain. This is used when you wish to
redirect mails from domain to another domain. This feature is useful when an existing domain
does not exist or needs to be replaced.

;‘j SHMTP Prony Setlings

General | Bindings | Incoming Mals | Abases | Sessions | Logging |
deceszTo | Aeject | Fowad | Fowe  Subsbiule Domans

Drigingl Domain | Changed Ta |
FEpa oty i g e

| add || Remove || Edt |

Figure 4.7 Substitute Domains for SMTP Proxy Setvice

= C(Click Add. Dialog box in the following screen is displayed.

(S Edit Substitute Domains Settings

Onginal Darnain
04 32

Changs Domain To
|oa 24

Enter the original and the new domains in the fields and select Ok. The names are displayed in
the screen shown in Figure 4.7

Routing

When mails are sent from a domain, you can specify the recipient ID to which they should be
automatically routed. E.g. all mails sent by sales@mwti.net can be automatically routed to
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mailto:support@microworld.com. There are two frames in the screen. Top frame allows you to
route mails for a sender and bottom frame to route for the recipient of a mail

[C2] SMTP Prosy Sellings

General | Bindings | Incoming Mail: | Abases | Sessions | Logang
AecessTo | Beect | Foad  Route | Substiute Domaine

[Serd [ Fowe Mail Ta [
qalEmeli net “Egad? com

\[_Aod_] [Remore J[_E@_|

i add || Hemove || £t |

Figure 4.8 Routing for SMTP Proxy Setvice

= To route mails for a sender, click Add in the top frame. Enter the sender and the
routing IDs in the respective fields and click Ok. The names are displayed in the
above screen.

24 Edit Route Settingz

I Sende i
IanE@minat

Route the mal to.
| adminEga con

= Repeat the process for Recipient
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Forward

Tab page allows you to send a copy of mails received or sent by a user or domain to an e-mail ID
otr domain.

:: SMTP Proxy Settings

General | Bindings | Incoming Mails | Afsses | Sessions | Logang
AccessTo | Repct  Foward | Roue | Substitde Domain:

Setuder | Send Copy To- |
Qa3 Emwi et atdmir@emati net

[_Add || Remove || Edt |

| Recipiert | SendCopy To. |

admrironm b, net a2 Emwt et

| 4dd || Remove || Edt

| ok || Cancel |

Figure 4.9 Forward Mails for SMTP Proxy Service

To send copy of sender’s mails, click Add in the top frame. Enter the senders ID and the ID to
which a copy should be sent, in the respective fields and click Ok. The names are displayed in the
above screen

:ﬂ Edit Forward Settings
If Sender is:
|q332@mwti. rat
Send a copy to:
Iadﬁin@m-\lti.net

Reject

Tab page allows you add an IP or user ID to the reject list. Connection requests from listed users
are rejected outright. This helps to fight known Spammers.

To add an IP to the reject list
Enter the IP in the field Reject IP and select Add. The IP is displayed in the adjacent list box.

User Guide — ProxyGate 30



www.mwti.net

MicroWorld Technologies Inc.
To add a user to the reject list

Enter the user ID in the Reject User field and select Add. The user ID is displayed in the list

box.

To remove the names from the reject list, click on the name in the list box and select Remove.

']]F.H TP Proxy Settings B

Gereral | Bindinge | Incoming Mals | Alizses | Sessiorn | Logging
hocessTa  Pelect | Foward | Bouts | Substiute Domains
~Bjact I
|
i Auid ',l Flamae
~Reject User
|
Fudd jE Hemove

Figure 4.10 Reject IP and User for SMTP Proxy Service

Access To

Tab page allows you to add an IP or user to the access allow list. The IP or users in this list are
allowed access to the service.

To add an IP to the Access list
Enter the IP in the field Access IP and select Add. The IP is displayed in the adjacent list box.

To add a user to the Access list

Enter the user ID in the Access User field and select Add. The user ID is displayed in the list
box.

To remove the names from the list, click on the name in the list box and select Remove.
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Figute 4.10 Access IP or User for SMTP Proxy Service
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POP3 Proxy Service

This chapter provides information to configure POP3 Proxy settings of ProxyGate. Users use the
service when they wish to connect to the proxy to receive messages. The first time you start the
software, you have to add the service. The service is created with default settings. You can then
modify the settings.

The following topics are included in this chapter

=  To add New POP3 Proxv Service

* General
= Bindings
= Interface
= Sessions

= Access Restrictions

= Logging

=  Connection

= Non-Proxy Request

To add New POP3 Proxy Service

= In Figure 3.1. select File > New Service > POP3 Proxy Service. Screen in Figure
5.1 is displayed.

= The screen has tabs that allow you to configure individual settings.

Next sections provide information about each tab page.
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General POP3 Proxy

This tab page allows you to carry out general settings for the service. You can select how the
service should start: Automatically, manual start/stop or if the service is disabled. You must enter

the IP of the outbound server and the port number available for the service.

A key feature of this tab is adding delimiter for the domain. Delimiter allows you to assign a

unique character to the user ID so that it is uniquely identified.

Field Name

Service Name

Description

Service Startup

Service Port

Usetr Guide — ProxyGate

I POP3 Proxy Settings

Maon-Prowy Requesiz | Connechon l Logging l Arcess Reshichons

(BT mndngs | imefaces | Sessins
Service Name |POF3 Prowp Sericel
Diazcriphon iF'EIF'] Prowy Semvice
Service Statup | Senvice wil sta automatically =]

Service Port |l 10

Dalwniter Character |II

Figutre 5.1 General Settings for POP3 Proxy Service

Description

Enter the unique name of the service you have selected to configure i.e. POP3
Proxy Service or POP3 Proxy Servicel. If you are configuring an existing
service, then the name previously added is displayed here and the field is non-
editable.

Enter a brief description of the settings configuration you are carrying out.

Drop-down box allows you to select how the service starts. Select one of the
values. Available values are:

Service will start automatically: Select this to start the service automatically each
time your system is booted.

Service is disabled: Select this to disable the service when system is started.

Manual Start / Stop: Select this if you need to start and stop the setvice
manually.

Enter port number to which the service connects. Default Port number is 25.
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Description

Delimiter like #, §, etc allows you to assign a unique character to the user ID
so that it is uniquely identified. It isolates the user name and the domain.

A system may have multiple IPs with a single network card or multiple IPs with multiple network
cards. You can specify the IP that the clients use to connect with the service. Otherwise all IPs are
bound to incoming connections. This tab allows you to bind a single or multiple IPs to the
service. Binding is done for incoming connections

Field Name

Allow Connections
coming in on any
interface

Connections
accepted on the
following interface

only

Usetr Guide — ProxyGate

Mon-Prosy Requests | Connection | Logaing | Access Restrictions
General Bindings I Interfaces | Sessions

= Allow Comnections coming it on any interface

Iy Connections accepted on the |192_‘| E2.1.28 'I

fallawing interface only
i Specify the interfaces on which connections will be accepted

Bound | Status |
Awailable | Bound |
192168.1.28 Stopped
127.0.01 Stopped

Figure 5.2 Bindings for POP3 Proxy Service

Description

A PC may have multiple IPs with a single network card or multiple IPs with
multiple network cards. Select the radio button to allow any IP to connect with
the Proxy Server.

Select the radio button to allow connections coming from a specific IP. . When
the radio button is selected, the adjacent drop-down list box is enabled. A list of
existing interfaces is displayed. ProxyGate extracts these during installation from
your network configuration of your system. Select the required IP.
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Field Name Description
Specify Interface on Select the radio button to specify or bind the Bound 1 Statue
which connections  IP on which connections ate accepted. The BRI Shed
will be accepted display box shown in the following figure
allows you to specify the IP of the new fvailabie [ IBauna
interface. When the radio button is selected, m Siopped
the display box is enabled.

There are two frames in the display box. (] stat cvant A

Bottom frame shows the IPs that are available Dguble click on an IP in the

for binding. Top frame shows IPs that are bottom frame to move it to the

bound. top frame, meaning that it is
bound to the proxy. In the top
frame, if you double click on the
IP, it is moved back to the lower
frame.

Interfaces

Tab page allows you to specify the interface IP that are allowed to connect to the service. You can
specify the IP or allow connections to any IP that sends a request for a connection

{54 POP3 Proxy Settings

Mar-Prosy Requests | Connection | Loggng | Access Restrictions
Gened |  Bindings Intedaces | Session:
¢~ Connections aut will be made on anp mileiface. The

* operation system wil choose the comect irteiface.

= Connection bo be made out on rereyy =
thefolovngileiscetnly 1192169128 =
¥ Hotate connectiors out on all the folowing intesfaces

Inuse |

Avaible

192166.1.268

127001

Figure 5.3 Interface for POP3 Proxy Service

Field Name Description
Connections Connections will be made for any interface and the system chooses the
out..... appropriate interface.
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Field Name Description

Connections will ~ Select the radio button to allow connections to be accepted on a specific IP.
be made on the When the radio button is selected, the adjacent drop-down list box is enabled. A
following interface list of existing interfaces is displayed. These are extracted by ProxyGate during

only installation from your network configuration of your system. Select the required
IP.

Rotate connections Select the radio button to specify or bind the EBound | Shatue

outon all of the  IP on which connections are accepted. The Bl Sl

following display box shown in the following figure

interfaces allows you to specify the IP of the new bl [ Biound
interfaces. When the radio button is selected, 27007 | Siogped
the display box is enabled.

There are two frames in the display box. o Hsie

Bottom frame shows the IPs that are available Dguble click on the IP in the

for binding. Top frame shows IPs that are lower frame. It is moved to the

bound. top frame, meaning that it is
bound to the proxy. In the top
frame, if you double click on the
1P, it is moved back to the lower
frame.

Sessions POP3 Proxy

When a user does not show any activity, you can specify the timeout in seconds after which the
connection is broken. This reduces the idle time of the network and allows other users to access
the proxy.

_';ﬂ POFP3 Prozy Settings

Mor-Frosy A equests | Connection | Lagiireg | Access Pestictions |
General | Bindngs | Interfaces Sessions

[ Tameouts
(] Session timecut sitar E seconds of inactiy

=

Figure 5.4 Sessions for POP3 Proxy Service

Select the check box and enter the timeout in seconds.
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Access Restrictions

Tab allows you to specify the IPs that should be allowed or denied access to the service. To allow
access to an IP, enter the IP in the Access IP field and select Add. The name is displayed in the
adjacent list box.

To reject access to an IP, enter the IP in the Reject IP field and select Add. The IP is displayed in
the adjacent list box.

[l POP3 Proxy 5ettings

Genersl | Bindings | Intefsces | Sessions |
Man-Frow Frequests | Connection | Logaing  Access Resinctions

Access [P
|. 1921681.89

~Heject 1P

Figure 5.5 Access Restrictions for POP3 Proxy Service

Logging POP3 Proxy Activity
ProxyGate has a robust reporting feature that allows you to create customized Log files of events

for a service. You can choose the session event and configuration event for which Log files are
created
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_:ﬂ POP3 Proxy Sethings

Gereral | Bindngs | Interlaces ] Sessiong
Mor-Frosy Requests | Connection  Logaing I Access Resticlions
Do not log events for this ssrvice
- Session eventi
[] Session creation [] Session traffic
[] Request detais [ Session temination
[ ] License violatiors [ ] Debug
—Configurabon events
[#] Service start / stop [ 7] Configuration changes
¥] Enors [ ] Authorization faiures

Figure 5.6 Logging for POP3 Proxy Service

Field Name Description
Do not log For the selected service, logs will not be created if you select the radio button. Other
events for this fields in this screen are disabled if this option is selected.
service
Log events Logs are created if this radio button is selected. Other fields in this are enabled only
if this button is selected. Logs can be created for the session and configuration
events.

Session events Details of a session are logged. You can allow log files to be created when the
following events occur.

Session Logs details when a session is created
creation

Session traffic Logs details of traffic flowing out of the service in a session

Request Logs request details of users who have requested for a connection
details

Session Logs details when a session is terminated

termination

License Logs details if any license violations occur duting a session
violations

Debug Logs details of any bugs that occur in a session

Configuration events Log files are created when the following configuration events occur

Service start / Log details when a setvice is started or stopped
stop
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Field Name Description

Configuration ILogs details when changes in the service configuration are done
changes

Errors Logs details of errors during configuration events

Authorization Logs details when authorizations by users fail
Failures

Connection

Tab allows you to specify how connections to the service are made. There are three ways in which
connections are granted: Directly, through cascaded proxy server and through Socks proxy.

E‘!PDP:J Proxy Settings |

General | Bindings | Interfaces | Sezsions
Mon-Frosy Fequests  Connection I Logging | Access Restrictions

—Connections to server are made
" Dirgctly " Through cascaded Proxy Server
% Socks
i~ Sockd ¥ Socks

Server I Fort
i

Uzert ame I

Fazzword I

Ok | | Cancel

Figure 5.7 Connection for POP3 Proxy Service

Field Name Description

Directly Connection requests are made directly to the remote POP3 server. Other fields
in this screen are disabled if you select this option.

Through Cascaded If your network uses multiple proxies and the connections are routed through a
Proxy series of proxies then select this radio button. You need to enter the cascaded

proxy IP and port number.

Socks Select the radio button if the connection is made using a Socks proxy. You can
choose either Socks 4 or Socks 5 proxy.
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Field Name Description
Socks 4 This type of proxy does not require a user name and password for
authentication.
Socks 5 This type of proxy needs user name and password for authentication
User Auth The fields for User Name and Authentication are enabled only if Socks 5 is

selected. Enter the two values.

Ensure that the remote server is running before starting the service.

Non Proxy Request

When requests for connections are made from non-proxy (Clients), you can reject the request or
pipe the request through a server whose IP and port you can specify. This prevents hackers and
Spammers from using your service.

To allow non-proxy requests, select “Pipe request through a pre-determined server”. The fields
Server and Port are now enabled. Enter the IP address and port number of the remote SMTP
server in the respective fields. The remote server should be running when this request is made.

] POP3 Prozy Seltings

Genessl | Bindngs | Idedaces | Sessions
Hon-Prosy R egussts l Connection ] Logging | Access Restictions

~hction o take for non-prosy requests

| Ok || Cancei |

Figure 6.Non-Proxy Request for POP3 Service
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Port Redirect Service

Port redirect services provides a unique feature that allows you to prevent hackers from gaining
access to your network through the public port of the remote SMTP server. You can redirect
mails in your network to another port. The messages are sent from this port to the port of the
remote SMTP server that connects to the Internet.

Port redirector service allows you to direct traffic from one port on machine A to another port on
machine B. For example, if you run an Internet Webserver on a machine inside your LAN (which
does not have access to the Internet) and want to provide access to the Intranet services for a
user on the Internet (without exposing the Intranet Webserver to anyone on the Internet), you
could use Port Redirector to enable this feature.

For example, say you are running an FTP server on your own PC (inside the LAN) and you want
others to be able to connect to it, get files, upload files, etc. What you need to do is pick a port
number, any port number above 1024 (for security reasons), and tell ProxyGate that any
connections on that port are really connections to your FTP server :-) So effectively, you can run
services on many of your computers inside LAN, and give access to these services for people on
the Internet.

Again, using PRS, a small ISP can give its users, a facility to host web, FTP and other services.
Topics in this section:

= General Port Redirect Service

= Local Bindings Settings

= Remote Settings for Port Redirect

= Sessions settings for Port Redirect
® Logging Port Redirect Settings
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General Port Redirect Service Settings

Tab page allows you to specify general settings for port redirect service.

Part Redirect Mappang Setlings

Figutre6.1 General Settings for Port Redirect Service

Field Name Description
Service Name Enter the new port redirect service name.
Description Enter brief description of the new service.
Service Startup Drop-down box allows you to select how the service starts. Select one of the

values. Available values are:

Service will start automatically: Select to start the service automatically each
time your system is booted.

Service is disabled: Select to disable the service.

Manual Start / Stop: Select this if you need to start and stop the setvice
manually.
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Local Binding Settings

Tab page allows you to specify the local binding settings

o 1

i+ Alices Conneciions caming n on ary inicsiace

LR FR by SRR BACF Hp LR s -y e

o~ LTSRN E Sl 0sn O i h 3 1EE 1 78 -ri
" lelkrwing ndilace ankp e——— =
Conmeciions oniy jon pamcuis prolocol iTEi.'N'ET jizi

i~ Spacily the inteiiaces on which cornecions wil De accapied
Bound | Stalus I
Avalable | Bound |
132168128 Stopped

127001 Shoppad

[0k ][ Concel |

Figure 6.2 Local Binding Settings for Port Redirect Service

Field Name Description

Allow Connections A PC may have multiple IPs with a single network card or multiple IPs with
coming in on any multiple network cards. Select the radio button to allow any IP to connect with
interface the Proxy Server.

Connections Select the radio button to allow connections to be accepted on a specific IP. When
accepted on the  the radio button is selected, the adjacent drop-down list box is enabled. A list of
following interface existing interfaces is displayed. ProxyGate extracts these during installation from
only your network configuration of your system. Select the required IP.

Connections only Select the protocol to be used to connect to the remote server from the drop-

for particular down list. Select the port number to be used by this protocol from the adjacent
protocol drop-down.
Specify Interface  Select the radio button to specify or bind the Bound [ Statue
on which IP on which connections are accepted. The 192768128 Staled
connections will be display box shown in the following figure
accepted allows you to specify the IP of the new Avaobis Boud

interface and modify the existing IPs. (127001 Stopped

There are two frames in the display box.
Bottom frame shows the IPs that are
available for binding. Top frame shows IPs  Dguble click on an IP in the

that are bound. bottom frame and edit it as

required. It is moved to the top

[] Srat aven il address iz i use
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Field Name Description
frame, meaning that it is bound to
the proxy. In the top frame, if you
double click on the IP, it is moved
back to the lower frame.

Remote Settings for Port Redirect

Tab page allows you to specify the remote server IP and its port number.

Poit Redinect Mapping Seltings

Figure 6.3 Remote Binding Settings for Port Redirect Service

Sessions Settings for Port Redirect

Tab page allows you to specify the inactivity time out in seconds. Connection to the server is reset
if there is no activity in this period.

Figure 6.4 Sessions Settings for Port Redirect Service
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Logging Port Redirect Settings

Tab page allows you to specify the logging port redirect settings

Field Name

Do not log events
for this service

Log events

|| Licenzs violatiora: || Debug

Carfiquralion evenls
[¥] Service start £ top [ ] Comfipuration changes
%] Eiroez [ 1 Aughorization failies

Figure 6.5 Logging for Port Redirect Service

Description

For the selected service, logs will not be created if you select the radio button.
Other fields in this screen are disabled if this option is selected.

Logs are created if this radio button is selected. Other fields in this are enabled
only if this button is selected. Logs can be created for the session and
configuration events.

Session events Details of a session are logged. You can allow log files to be created when the following

events occuf.
Session creation
Session traffic
Request details
Session termination
License violations
Debug

Configuration
events

Usetr Guide — ProxyGate

Logs details when a session is created

Logs details of traffic flowing out of the service in a session

Logs request details of users who have requested for a connection
Logs details when a session is terminated

Logs details if any license violations occur during a session

Logs details of any bugs that occur in a session

Log files are created when the following configuration events occur
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Field Name
Service start / stop
Configuration
changes
Errors Logs

Authorization
Failures

Usetr Guide — ProxyGate
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Description
Log details when a setvice is started or stopped

Logs details when changes in the service configuration are done

Details of errors during configuration events

Failure Log details when authorizations by users fail.
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