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FAB Analysis of X-Spam for Exchange 2000-2003

Features Advantages Benefits

1. Mail Protocol Layer Checking

Determines whether an IP address 
belongs to a known spam black list 
using RBL/DUL

Spam mails are not accepted at connection time Storage and Network resources are protected from 
spammers

Allows customization of RBL/DUL list One can add their own RBL/DUL servers to the list Storage and Network resources are protected from 
spammers

Determines whether a sender's email 
address is a valid email address

An email sent from a non-existent mailing domain implies makes the 
sending server a possible spammer.

Storage and Network resources are protected from 
spammers

Reverse DNS Accepts mail only from servers that have their domain entries 
properly configured.

Reduces spam to a great extent – however not 
recommended because most mail servers dont have 
their domain entries properly configured.

Relay Control Prevents unauthorized users from taking advantage of your mail 
server.

Your mail server's resources are protected from 
possible abuse.

Sender Whitelists Allows specified whitelisted IPs, domains and/or users to use the 
mail server without any mail protocol layer checks.

Allows efficient usage of expensive Anti-Spam 
checks

Sender Blacklists Mail is never accepted from blacklisted IPs, domains and/or users. Allows efficient usage of expensive Anti-Spam 
checks

Recipient Whitelists Mail for whitelisted domains and/or users is accepted without any 
spam checks. Allows certain users/domains to receive all mails.

Recipient Blacklists Mail for blacklisted domains/users is never accepted. Allows efficient usage of expensive Anti-Spam 
checks

2. Email Content Checks

Recipient Content Check Whitelists Mails headed for whitelisted users/domains do not undergo content 
check.

Allows certain users/domains to receive mails 
without content checks.

Regular Expression Content Checks Mail header, body and text/html attachments are checked for various 
properties of restricted content using the regular expression tests  

Provides a powerful way to describe several different 
permutations of content as well as properties of 
restricted text in the email body

Meta Filter Combines various non-meta tests to form even more powerful and 
concrete Spam fighting tests.  

Fights spam by targeting different aspects of the 
spam mail.

Automatic updates of latest filters
New phrases, regular expressions and urls are added everyday and 
updated automatically.It has automatic detection capabilities that 
recognize the Internet capabilty.

Spammers use different URLs and phrases to avoid 
filtering. Automatic updates on a daily basis allows 
our engines to catch mail as spam 

Heuristic scoring 
Different scores are associated with all the tests and the scores for 
the tests which give a positive result are added and checked at the 
end with the threshold set for spam. 

Genuine mails containing some reserved content 
are not detected as spam and are not blocked.

Customizable Rules Allows users to create new rules based on the mail they receive Users can improve on the spam checking and treat 
mail that may not otherwise be classified as spam.

Quarantine and auto forward to spam 
folder The spam mails can be viewed 

Any non spam mail may be recovered from mail 
marked as spam. This can be used to create better 
filters.

Reports Easy to use graphical report User can easily analyse the spam mail details.

3. Support

Free Telephonic Support We offer free Telephonic support to all our customers.
Experienced & professional approach to solve 
problems in the most efficient way

Free E-Mail Support For prompt response you can always mail us at support@mwti.net

Free 24x7Chat Support

We have created escanchat@mwti.net, escanchat@hotmail.com, 
escanchat@yahoo.com to cater the customer needs over the CHAT 
medium
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