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Trojan's Pesky and Sleazy Move 
By CXOtoday Staff 
Mumbai, Dec 3, 2007 

MicroWorld Technologies that deals in the 

Internet security has cautioned the Internet 

users against the alarming move of Trojan 

virus. 

Trojan's new infectious virus is named 

"Win32.StartPage.jo" controls the browser of 

computer users and drives them to porno and 

drug stores portals. 

Internet users can come across this virus while they're surfing dubious websites or downloading 

freebies from unreliable net sources. 

Win32.StartPage.jo alters the Internet settings and affects computers. This virus works by 

changing the default home page in the web browser to www.find-online.net, a list of porn sites 

and bogus drug sites gets added in the favorites folder. Also, the Windows registry gets 

changed in order to activate the Trojan at the system start-up. 

"This Trojan can impede your Internet activity by popping up pornographic content every now 

and then," says Vikas Vishwasrao, assistant manager (research and development) of 

MicroWorld. 

"Some of these sites offer to the user Codecs and other downloads, which potentially pave way 

for more malware to enter the computer. A couple of them are also seen exploiting browser 

vulnerabilities to slither into unprotected PCs," adds Vishwasrao. 

According to Sunil Kripalani, vice president (global sales and marketing) of MicroWorld, browser 

hijackers can pose yet another threat when used in Pharming attacks. Pharming is an advanced 

form of phishing where users are redirected to phony look-alikes of bank and credit card 

websites even when you key in the actual URL of the site directly into the address bar of the 

browser. Next, all confidential information you've entered into the website in good faith can 

reach straight to malware authors, who would use that information in whichever way they wants. 

Related Links: 

Trojan Camouflaged as Halloween Greeting Card 

Home  |  Security   
  

TODAY'S HEADLINES

• Anil Gupta

• Greg Brown CEO of 

Motoro

• RSA's IRM Soln

• Aspect's Soln

• UniverCell, Gemini 

Ally

    CXO VIEWS 
"Mobile 

gadgets are 

only 

enablers of 

information"

Pat Krishnan, CTO of 

Helios & Matheson 

Information Technology 

discusses the compelling 

aspect of mobile -- 

technology or applications 

More... 

LATEST COMMENTS

• Hi Sonal,pls give me 

your contact details.I 

..

• pl help me how to run 

the tally in redhut

• dear sir, i want to 

open up a ..

• A commendable 

article that throws 

insight ..

• Hi, Send us the white 

paper please

MOST POPULAR 
STORIES
• Web Attacks (4)

• SAP Ecosystem (4)

• Oracle's Solution (3)

• Huawei CDMA Network 

(2)

http://www.cxotoday.com/India/News/Trojans_Pesky_and_Sleazy_Move/551-84913-909.html (1 of 2) [05/12/2007 11:51:48 AM]

http://www.cxotoday.com/
http://www.cxotoday.com/cxo/jsp/home.jsp
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=901
http://www.cxotoday.com/cxo/jsp/list.jsp?list=rss_feeds
http://www.cxotoday.com/cxo/jsp/display.jsp?page=industry_homepage
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1507
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1515
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1514
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1513
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1516
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1508
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1510
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1512
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1509
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1511
http://www.cxotoday.com/cxo/jsp/list.jsp?list=events_home
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1008
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1009
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=906
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1004
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1005
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=480
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=904
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1006
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=460
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=465
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=470
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=475
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1008
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Tech_Insight/Password_Vault_Secures_Remote_IT_Infrastructure/551-84911-1008.html
http://www.cxotoday.com/India/Market_Scan/Top_10_Threat_Predictions_for_2008/551-84917-1009.html
http://www.cxotoday.com/cxo/jsp/home.jsp
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=901
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=909
http://www.cxotoday.com/cxo/jsp/list.jsp?list=send_article_to_friend&q=1&article_id=84913&cat_id=909
http://www.cxotoday.com/cxo/jsp/list.jsp?list=send_article_to_friend&q=1&article_id=84913&cat_id=909
http://www.cxotoday.com/cxo/jsp/article.jsp?print=1&article_id=84913&cat_id=909
http://www.cxotoday.com/cxo/jsp/article.jsp?print=1&article_id=84913&cat_id=909
mailto:editor@cxotoday.com
http://www.cxotoday.com/cxo/jsp/article.jsp?article_id=84157&cat_id=909
http://www.cxotoday.com/cxo/jsp/home.jsp
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=909
http://www.cxotoday.com/India/News/Anil_Gupta_COO_of_Aditi_Technologies/551-84971-913.html
http://www.cxotoday.com/India/News/Greg_Brown_CEO_of_Motorola/551-84964-913.html
http://www.cxotoday.com/India/News/Greg_Brown_CEO_of_Motorola/551-84964-913.html
http://www.cxotoday.com/India/News/Security_Solutions_Extended_for_Financial_Industry/551-84958-911.html
http://www.cxotoday.com/India/News/Virtualization_Boost_for_Contact_Centers/551-84954-911.html
http://www.cxotoday.com/India/News/UniverCell_Choose_Gemini_Communication/551-84948-908.html
http://www.cxotoday.com/India/News/UniverCell_Choose_Gemini_Communication/551-84948-908.html
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1006
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html
http://www.cxotoday.com/cxo/jsp/list.jsp?list=article_comment_home
http://www.cxotoday.com/India/News/Business_Made_Simple_Through_Document_Management/551-75745-913.html#627139
http://www.cxotoday.com/India/News/Business_Made_Simple_Through_Document_Management/551-75745-913.html#627139
http://www.cxotoday.com/India/News/Business_Made_Simple_Through_Document_Management/551-75745-913.html#627139
http://www.cxotoday.com/India/News/Tally_Will_Now_Be_Available_On_Red_Hat_Linux/551-2756-908.html#626918
http://www.cxotoday.com/India/News/Tally_Will_Now_Be_Available_On_Red_Hat_Linux/551-2756-908.html#626918
http://www.cxotoday.com/India/News/Reliance_Forms_Telecom_Infrastructure_Subsidiary/551-78777-908.html#626774
http://www.cxotoday.com/India/News/Reliance_Forms_Telecom_Infrastructure_Subsidiary/551-78777-908.html#626774
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html#626717
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html#626717
http://www.cxotoday.com/India/CXO_Views/Mobile_gadgets_are_only_enablers_of_information/551-84809-1006.html#626717
http://www.cxotoday.com/India/White_Papers/Next_Generation_of_BIOperational_BI/551-84190-480.html#626669
http://www.cxotoday.com/India/White_Papers/Next_Generation_of_BIOperational_BI/551-84190-480.html#626669
http://www.cxotoday.com/India/News/Changing_Scenario_of_Web_Attacks/551-84280-909.html
http://www.cxotoday.com/India/News/SAP_Ecosystems_Record_Growth_Backed_by_India/551-84894-911.html
http://www.cxotoday.com/India/News/Oracles_Solution_to_Unify_Enterprise_Applications/551-84450-911.html
http://www.cxotoday.com/India/News/Huawei_Replaces_Tatas_CDMA_Network/551-84430-910.html
http://www.cxotoday.com/India/News/Huawei_Replaces_Tatas_CDMA_Network/551-84430-910.html


CXOtoday.com > News > Security > Trojan's Pesky and Sleazy Move

Top 10 Threat 

Predictions for 2008

With 2007 coming to a 

close, McAfee, the security 

services provider gives its 

views on what the threat 

scenario could be like in 

the coming year. More... 

   TECH TERMS 
  • Blue Tooth 

  • BI 

  • CDMA 

  • CRM 

                             More... 

   
Comment :  
Name :  

Company :  

City :  

E-mail :  

Word 
verification

: Type the characters you see in the picture below. 

 

  

Characters are not case-sensitive 

    

 

 

Disclaimer
ITNation (India) Pvt. Limited and its sites: www.channeltimes.com, www.techtree.com and www.cxotoday.com 
provide Comments and discussion boards as a professional medium for the various businesses of the IT 
industry to discuss business problems. Gossip, personal attacks and unsubstantiated charges are prohibited. 
Messages posted on this Web site as discussion threads or Comments (Content) are solely the opinions of their 
creators and do not necessarily reflect the opinions of ITNation (India) Pvt. Limited or its sites 
www.channeltimes.com, www.techtree.com and www.cxotoday.com. 
All individuals who post material to this web site are solely responsible for all Content that they upload, post or 
otherwise transmit via the Web Site.

ITNation cannot vouch for the authenticity of the user or company names or e-mail addresses associated with 
posted messages. Under no circumstances will ITNation India Pvt.Ltd. or Cxotoday.com be liable in any way for 
any Content, including, but not limited to, for any errors or omissions in any Content, or for any loss or damage 
of any kind incurred as a result of the use of any Content posted or otherwise transmitted via the Bulletin 
Boards.

ITNation reserves the exclusive right to edit or remove messages containing inappropriate language or other 
material that could be construed as libelous, potentially libelous, or otherwise offensive or inappropriate. 
Discussion forums, bulletin boards and chat facilities are provided by ITNation solely for the convenience of 
those who make use of the service. ITNation does not endorse the products and services or other offerings 
mentioned in messages.

• Malicious PDFs (2)

Feedback | Sales Offices | Advertising Options | About CXOToday | Site Map |  
Copyright (C) 2007 ITNation India Pvt. Ltd. All Rights Reserved.

http://www.cxotoday.com/India/News/Trojans_Pesky_and_Sleazy_Move/551-84913-909.html (2 of 2) [05/12/2007 11:51:48 AM]

http://www.cxotoday.com/India/Market_Scan/Top_10_Threat_Predictions_for_2008/551-84917-1009.html
http://www.cxotoday.com/India/Market_Scan/Top_10_Threat_Predictions_for_2008/551-84917-1009.html
http://www.cxotoday.com/India/Market_Scan/Top_10_Threat_Predictions_for_2008/551-84917-1009.html
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003#bluetooth
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003#bi
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003#cdma
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003#crm
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003
javascript:openCaptchaWindow();
javascript:clearFields();
http://www.cxotoday.com/India/News/Malicious_PDFs_Hit_Email_Inboxes/551-84331-909.html
http://www.cxotoday.com/cxo/jsp/list.jsp?list=sales_office
http://www.itnation.com/corporate/products/online/cxotoday/cxotoday.html
http://www.itnation.com/corporate/products/online/cxotoday/cxotoday.html
http://www.cxotoday.com/sitemap.htm
http://www.cxotoday.com/cxo/jsp/list.jsp?list=rss_feeds

	cxotoday.com
	CXOtoday.com > News > Security > Trojan's Pesky and Sleazy Move


	PBBOCKOBPKDICPJOCEKGAPMAIMOMHFPL: 
	form1: 
	x: 
	f1: Enter your email id 

	f2: 

	form2: 
	x: 
	f1: search.jsp
	f2: 

	f3: 

	form3: 
	x: 
	f1: 84913
	f2: 909
	f3: insert_article_comment
	f4: 1
	f5: 
	f6: 
	f7: 
	f8: 
	f9: 
	f10: 

	f11: 




