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This Worm-spreading mail have subject lines

like, 'Eternity of Your Love', 'l Love You Soo
Much', 'falling in love with you', 'For You My
Love', 'our journey', 'our love nest', 'Memories
of You' and 'A Kiss So Gentle'.

The mail shows a pink heart and a message
that reads, "Your download should begin
shortly. If your download does not start in 10-20 seconds, you can click here to launch the
download and then press run. Enjoy!" What's downloaded on clicking this message is a file

named 'withlove.exe' or 'with_love.exe'. This carries a malware named 'Zhelatin.sg'.

"This is a new rollout from the ill famed storm factory with some changes in code and a new

. spreading theme. And if one has to go by the initial volumes, the attack seems fairly large,"

. says Govind Rammurthy, CEO of MicroWorld Technologies. "The two important factors that

enable this malware to give a hard time for many security solutions are the speed at which new

variants are dished out and countless places where they can host these threats."”

. The activities of 'Zhelatin.sg' inside the compromised computer are pretty much the same as its

predecessors. The Worm drops a file named 'burito.ini', stops Antivirus running on the computer :

and activates a range of ports to connect to peer-to-peer (P2P) networks before making the

computer a part of the mammoth storm botnet. From that point on, the computer would send out

spam or do many other things that the remote attacker would want it to do.

shudder to think what happens when the controllers behind this network having such massive
computing power move on to spread more harmful Viruses or start widespread Denial-of-
Services attacks? | believe it's high time law enforcement agencies work with security

companies to initiate a global crackdown on this criminal gang,” says Rammurthy.

Related Links:

Virus Gazing: Predictions For 2005

Symantec Discovers Virus Party

Home | Technology

Share and Connect del.icio.us Digg.com MyWeb
Newsvine.com

TODAY'S HEADLINES

° Budget Update

* Views From Expert
Mouth

° Bharti Airtel's Unity
° Comodo Partner
Program

° Cummin Ropes in
Infosys

"India is the
epicenter of
global IT
sector” =

'IT is the backbone of an
efficient business process.
In today's scenario, it's
difficult to find a business

process that's scalable

without proper

automation,’ believes
Ranganathan Jois,
director (Information
Systems) of Sasken

Communication

"So far the primary duty of a computer in this network is only to relay spam. However one would : Technologies. In an

interview with Aarti Shah,
he talks about how IT plays
a crucial role in his

business processes More...

LATEST COMMENTS

* Hi, | am very happy

to see good boards ..

* Its very nice...! | would
also like to open ..

* | would like to be a
franchise for the

railway ..
* downloade Sify's

Online Railway Ticket
Initiative

http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html (1 of 2) [03/03/2008 5:28:22 PM]


http://www.cxotoday.com/
http://www.cxotoday.com/cxo/jsp/home.jsp
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=901
http://www.cxotoday.com/cxo/jsp/list.jsp?list=rss_feeds
http://www.cxotoday.com/cxo/jsp/display.jsp?page=industry_homepage
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1507
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1515
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1514
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1513
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1516
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1508
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1510
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1512
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1509
http://www.cxotoday.com/cxo/jsp/list.jsp?page=industry_news_cathome&cat_id=1511
http://www.cxotoday.com/cxo/jsp/list.jsp?list=events_home
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1008
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1009
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=906
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1004
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1005
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=480
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=904
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1006
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1003
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=460
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=465
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=470
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=475
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1008
http://www.cxotoday.com/India/Tech_Insight/Deciphering_SOA_in_the_Indian_Context/551-87053-1008.html
http://www.cxotoday.com/India/Tech_Insight/Deciphering_SOA_in_the_Indian_Context/551-87053-1008.html
http://www.cxotoday.com/India/Tech_Insight/Deciphering_SOA_in_the_Indian_Context/551-87053-1008.html
http://www.cxotoday.com/India/Tech_Insight/Deciphering_SOA_in_the_Indian_Context/551-87053-1008.html
http://www.cxotoday.com/India/Tech_Insight/Deciphering_SOA_in_the_Indian_Context/551-87053-1008.html
http://www.cxotoday.com/cxo/jsp/home.jsp
http://www.cxotoday.com/cxo/jsp/home.jsp?up1cat=901
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=912
http://www.cxotoday.com/cxo/jsp/list.jsp?list=send_article_to_friend&q=1&article_id=86102&cat_id=912
http://www.cxotoday.com/cxo/jsp/list.jsp?list=send_article_to_friend&q=1&article_id=86102&cat_id=912
http://www.cxotoday.com/cxo/jsp/article.jsp?print=1&article_id=86102&cat_id=912
http://www.cxotoday.com/cxo/jsp/article.jsp?print=1&article_id=86102&cat_id=912
mailto:editor@cxotoday.com
http://www.cxotoday.com/cxo/jsp/article.jsp?article_id=2514&cat_id=909
http://www.cxotoday.com/cxo/jsp/article.jsp?article_id=959&cat_id=909
http://www.cxotoday.com/cxo/jsp/home.jsp
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=912
http://del.icio.us/post?url=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://del.icio.us/post?url=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://del.icio.us/post?url=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://digg.com/submit?phase=2&url=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://digg.com/submit?phase=2&url=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://digg.com/submit?phase=2&url=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://myweb2.search.yahoo.com/myresults/bookmarklet?u=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://myweb2.search.yahoo.com/myresults/bookmarklet?u=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://myweb2.search.yahoo.com/myresults/bookmarklet?u=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://www.newsvine.com/_wine/save?u=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://www.newsvine.com/_wine/save?u=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://www.newsvine.com/_wine/save?u=http://www.cxotoday.com/India/News/Virus_Writers_Launch_Heart_Attack/551-86102-912.html
http://www.cxotoday.com/India/News/Budget_Update/551-87235-908.html
http://www.cxotoday.com/India/News/Straight_From_the_Experts_Mouth/551-87218-908.html
http://www.cxotoday.com/India/News/Straight_From_the_Experts_Mouth/551-87218-908.html
http://www.cxotoday.com/India/News/Unity_Will_Ensure_No_Communication_Breakdowns/551-87212-908.html
http://www.cxotoday.com/India/News/Comodo_to_Further_its_Reach/551-87209-912.html
http://www.cxotoday.com/India/News/Comodo_to_Further_its_Reach/551-87209-912.html
http://www.cxotoday.com/India/News/Cummin_Ropes_in_Infosys_for_IT_Deployment/551-87205-912.html
http://www.cxotoday.com/India/News/Cummin_Ropes_in_Infosys_for_IT_Deployment/551-87205-912.html
http://www.cxotoday.com/cxo/jsp/home.jsp?cat=1006
http://www.cxotoday.com/India/CXO_Views/India_is_the_epicenter_of_global_IT_sector/551-87097-1006.html
http://www.cxotoday.com/India/CXO_Views/India_is_the_epicenter_of_global_IT_sector/551-87097-1006.html
http://www.cxotoday.com/India/CXO_Views/India_is_the_epicenter_of_global_IT_sector/551-87097-1006.html
http://www.cxotoday.com/India/CXO_Views/India_is_the_epicenter_of_global_IT_sector/551-87097-1006.html
http://www.cxotoday.com/India/CXO_Views/India_is_the_epicenter_of_global_IT_sector/551-87097-1006.html
mailto:aartishah@itnationindia.com
http://www.cxotoday.com/India/CXO_Views/India_is_the_epicenter_of_global_IT_sector/551-87097-1006.html
http://www.cxotoday.com/cxo/jsp/list.jsp?list=article_comment_home
http://www.cxotoday.com/India/News/Software_Tricks_RAM_To_Extract_Credit_Card_Info/551-1019-909.html#675729
http://www.cxotoday.com/India/News/Software_Tricks_RAM_To_Extract_Credit_Card_Info/551-1019-909.html#675729
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675686
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675686
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675645
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675645
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675645
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675478
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675478
http://www.cxotoday.com/India/News/Sifys_Online_Railway_Ticket_Initiative/551-76040-912.html#675478

	cxotoday.com
	CXOtoday.com > News > Technology > Virus Writers Launch 'Heart Attack'


	EKKFLMLPFJOGEBIIMJAIOAMOGPIDFMFMMH: 
	form1: 
	x: 
	f1: Enter your email id 

	f2: 

	form2: 
	x: 
	f1: all_str
	f2: 

	f3: 

	form3: 
	x: 
	f1: 86102
	f2: 912
	f3: insert_article_comment
	f4: 1





