Happy New Year: Open Your Mail Box With Caution
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variant called ‘Zhelatin.pt’ is underway with a rather simpler modus
operandi, say security experts at Microworld Technologies. It begins

t:.} Synlicity with e-mails arriving with subject line ‘Happy New Year’ or ‘Message
for new year’. The mail body has a Web address chosen from a « , Synplicity
- random list that contains URLs like newyearcards2008.com, - -
anpirry” DSP newyearwithlove.com, hohoho2008.com, hellosanta2008.com, Click Here
happy2008toyou.com and uhavepostcard.com.
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EFY B “Taking down the websites used in this Worm attack is quite a to your website
onanza.com . - ; 5
challenge as all of them are hosted using a technique called Fast- Advertise with us!

Flux DNS,” says Manoj Mansukhani, head, global marketing,
MicroWorld Technologies. “Fast-Fluxing is a method where Virus
authors deploy a continuously changing network of botnet
computers to act as proxies for hosting harmful websites. To add to
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== Spacial Ofer it, the Russian domain name provider where these sites are
& Rs 8999 registered to is closed for the first week of January, which gives
You Save ample time for the criminals behind the worm to make merry.”
Rs 2000!

Click Here

The first Zhelatin variant appeared in January 2007 which spread
EFYbonanza.... with the help of mails with a subject line ‘230 dead as storm batters
Europe’ and other socio political events, thereby deriving its popular
name - Storm Worm. All mails carried exe attachments with
randomly _chosen names that invariably lured recipients into GROWTH PLANS
downloading them.
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