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New year, new Storm Worm variant
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| really do wish you a happy New Y ear, but you'll just have to take my word for that. Y ou probably
should assume that any e-mail from me or anyone else with holiday wishesis a not-so-gly attempt to get
you to download malware.

Thefolks at MicroWorld Technologies have identified a new variant of the venerable Storm Worm that
Is being spread through e-mails with the subject line “Happy New Year” or “Message for anew year.”
The body of the e-mail contains alink to any of a number of .com sites that read as if they should deliver
some sort of e-greeting. But the downloaded file contains the Zhelatin.pt worm. When executed, the
worm installs files and recruits your computer to a botnet as a spam relay.

The Storm Worm has been around in avariety of forms now for ayear, owing its success to frequent
morphing of the code and its use of social-engineering techniques to lure unsuspecting recipients. It is
responsible for an estimated 3 million compromised computers available for relaying spam, holding files
and hosting malicious code.

“Taking down the Web sites used in this worm attack is quite a challenge as al of them are hosted using
atechnique called Fast-Flux DNS,” said Manoj Mansukhani, head of MicroWorld global marketing.
“Fast-Fluxing deploys a continuously changing network of botnet computers to act as proxies for hosting
harmful Web sites. To add to it, the Russian domain name provider where these sites are registered to is
closed for the first week of January, which gives ample time for the criminals behind the worm to make
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New year new Storm Worm variant
merry!”

Y ou should keep antivirus and spam filters updated, but the best way to protect against this and other
variants sure to come is to be suspicious of such greetings, avoid clicking links in any unexpected e-mail
and just do not download files from Web sitesif you are not absolutely sure what they are.

And happy New Y ear. No need to click on anything to verify that.
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