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 Outpost Enforcing System Reboot with 'outpost_ipc_hdr' 
Mutex Vulnerability 
2007-06-04 15:10:41.0
A vulnerability in the way Outpost Firewall handles an 
internal mutex called outpost_ipc_hdr allows local attacker to 
capture this mutex which in turn will cause the Outpost 
program to misbehave, which in turn forces the user to 
reboot the system.

 

 Banker Trojans imitating phishing attacks 
2007-05-31 10:37:18.0
A new wave of Trojans is using phishing-type techniques to 
steal users? bank details. BanKey.A and BankFake.A are the 
latest such examples. When run, both Trojans show users a 
page that looks like an online bank website for them to enter 
their bank passwords and account numbers. However, if 
users do so, they will be revealing this data to malware 
creators. 

 

 New worm spreads via email, web and network shares 
2007-05-31 10:34:38.0
Here is your documents?, ?Mail Delivery System?, ?Mail 
Transaction Failed? or ?Re: Thank you for delivery?. If you 
chance upon a new mail in your mailbox with any of these 
lines in its subject field, carrying an attachment, apply 
caution! It?s a new Worm named Cheburgen.a and the email 
mode of proliferation is just one of many ways in which it can 
wriggle into computers, say experts at MicroWorld 
Technologies. 

 

 A look at the MSN photo worm and a trojan with 9 different 
malware inside 
2007-05-31 10:29:31.0
This week?s PandaLabs? report focuses on Conycspa.AJ, a 
dangerous Trojan that downloads nine malicious codes onto 
computers. It also focuses on Briz.X, a Trojan that has 
infected more than 14,000 users, and on the MSNPhoto.A 
and Ridnu.D worms. 
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2007-05-31 10:23:11.0
Sophos is warning computer users about a widely-spammed 
out email teaser promising a trailer of the film "Pirates of the 
Caribbean 3: At World's End" - and the chance of free 
tickets. 

 

 Survey Reveals Scandal of Snooping IT Staff 
2007-05-31 10:18:31.0
Whilst you sit at your desk working innocently away, little do 
you realize that one in three of your IT work colleagues are 
snooping through company systems, peeking at confidential 
information such as your private files, salary data, personal 
emails, just by using the special administrative passwords 
that give IT workers privileged and anonymous access to 
virtually any system. 

 

 Lessons From a Honeynet That Attracted 700,000 Attacks 
2007-05-31 10:03:25.0
Over the 5 year lifetime of the IrishHoneynet, we have 
witnessed hundreds of thousands of scans, probes and 
attacks against the servers that comprise the network. 

 

 VectorLinux SOHO: A better Slackware than Slackware 
2007-05-23 16:37:57.0
Its roots are firmly planted in the stability and simplicity of 
Slackware

 

 Packeteer PacketShaper Predictable TCP ISN 
2007-05-23 12:12:25.0
Packeteer PacketShaper has been found to be vulnerable to a 
vulnerability that allows remote attackers to predict the next 
ISN number that will be given by the TCP stack.

 

 HP SIM 5.0 Session Fixation Vulnerability 
2007-05-23 12:07:50.0
There is a session fixation vulnerability in HP Systems Insight 
Manager 4.2 and 5.0 SP4/5 (IM) that allows an attacker to 
gain administrative access to IM console. As a result, the 
attacker can take complete administrative control over all 
managed systems, upload and execute malicious code on 
them, extract any information from them and disable them 
at her will.
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