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Security pros have their say Anti-Virus vendors 

WEBROOT OFFERS SME NEW ANTI-SPYWARE, ANTI-VIRUS PROTECTION - SourceWire (press release)

WEBROOT OFFERS SME NEW ANTI-SPYWARE, ANTI-VIRUS PROTECTION

SourceWire (press release), UK - Dec 5, 2006

An effective, yet easy-to-use solution, Webroot SME Security combines best-of-breed anti-virus technology 

from Sophos with the award-winning anti-spyware … 

Virus worms its way into MySpace

ITP.net - Anti-virus experts at security firm MicroWorld have issued a warning to online users regarding a malicious worm called 

Win32.Ofigel, which is spreading in large numbers across the popular social networking site, Myspace.com. According to 

MicroWorld … 

McAfee May Have To Fight ‘Em Off (BusinessWeek) 

China Mobile Cooperates With Anti-Virus Firms - ChinaTechNews.com

China Mobile Cooperates With Anti-Virus Firms

ChinaTechNews.com, China - Nov 27, 2006

… for China Mobile's Mobile Wallet service, reports that China Mobile has reached cooperation agreements 

with the three major Chinese anti-virus companies. … 
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Virus worms its way into MySpace
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Anti-virus experts at security firm MicroWorld have issued a warning to online 
users regarding a malicious worm called Win32.Ofigel, which is spreading in 
large numbers across the popular social networking site, Myspace.com. 

According to MicroWorld, when a MySpace member views an infected profile, a 
Quicktime movie carrying the worm starts playing. This worm exploits an XSS 
vulnerability in the network using JavaScript code and then replaces the user’s 
Myspace menu with a fraudulent one, the items of which redirect the user to a 
phishing website identical to Myspace, where the person’s username and 
password are then recorded. 

MicroWorld then claims the worm can log onto a number of websites to 
download the malicious Quicktime movie and add it to the victim user’s profile. 
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When a new user - mostly likely one of the victim’s contacts - watches the movie, 
their PC also gets infected.

According to Microworld, the Ofigel worm later harvests the e-mail IDs of a 
victim’s contacts and starts sending them spam e-mails with subject lines such as, 
‘What else is there to do on a Sunday’, ‘You better not forget about this’ and 
‘Hehe, that was so funny’.

“This is just one of the many recent incidents that goes on to prove how multi-
tiered and multi-pronged the online threats have become in recent times,” stated 
Sunil Kripalani, vice president of global sales and marketing at MicroWorld. 
“The attack involves a worm, a media player, phishing and spamming. It also 
gives a clear indication that community websites are fast becoming one of the 
most preferred vectors of malware proliferation.” 

Myspace officials have announced that they are acting to minimise the impact of 
Ofigel by identifying the URLs attempting to exploit the XSS vulnerability. 
Those URLs are apparently now being blocked by the MySpace team, while the 
infected profiles are being removed completely. According to Microworld, the 
website currently boasts a 70 million strong user base. 

In October of this year, UAE’s incumbent telco Etisalat reversed its position on 
the blocking of the MySpace site by unblocking it. 

Latest 
News
• Comms. Comium picks Eskadenia
• Channel. Kingston out to snare more Saudi distributors
• Software. i-mate launches 050 number app
• Channel. Global semiconductor sector soars to new high
• Software. Vista seen at last
All News » 
Subscribe

http://www.itp.net/news/details.php?id=23120&category= (3 of 4) [12/11/2006 10:51:30 AM]

http://www.itp.net/news/details.php?id=23145&category=
http://www.itp.net/news/details.php?id=23141&category=
http://www.itp.net/news/details.php?id=23139&category=
http://www.itp.net/news/details.php?id=23138&category=
http://www.itp.net/news/details.php?id=23108&category=
http://www.itp.net/news/?category=


ITP.net {News: Virus worms its way into MySpace}

Windows Middle East English edition

The highest selling English-language IT magazine in the 
Middle East.

Subscription rates
AED 175 Special price for UAE subscribers

AED 205 for Other GCC Countries, Algeria, Egypt, 
Jordan, Lebanon, Libya, Morocco, Syria, Tunisia, & Yemen

AED 285 for International 

Current Issue  |  Media Info  |  Subscribe to other Magazines »
 

Top 3 Most Read
News
• Vista seen at last
• Global semiconductor sector soars to new high
• Alcatel-Lucent merger: region escapes job cuts
More News » 
Features
• Centre stage
• Microsoft’s new horizon
• Why we’re not too hasty to get Vista
More Features » 
Product Reviews
• PQI U339 Pro 4GB
• Western Digital My Book Essential
• Western Digital Passport 2
More Product Reviews » 

© 2006 ITP Digital Ltd.

http://www.itp.net/news/details.php?id=23120&category= (4 of 4) [12/11/2006 10:51:30 AM]

http://www.itp.net/subscriptions/user_area.php?magid=1
http://www.itp.com/magazines/current.php?magid=1
http://www.itpmedia.com/magazines/mediapacks/wme_english.php
http://www.itp.net/subscriptions/
http://www.itp.net/news/details.php?id=23108&category=
http://www.itp.net/news/details.php?id=23138&category=
http://www.itp.net/news/details.php?id=23104&category=
http://www.itp.net/news/?mostread=1&category=
http://www.itp.net/features/details.php?id=5730&category=
http://www.itp.net/features/details.php?id=5699&category=
http://www.itp.net/features/details.php?id=5700&category=
http://www.itp.net/features/?mostread=1&category=
http://www.itp.net/reviews/details.php?id=3047&category=
http://www.itp.net/reviews/details.php?id=2917&category=
http://www.itp.net/reviews/details.php?id=3003&category=
http://www.itp.net/reviews/?mostread=1&category=
http://www.itp.com/online

	rescuecomp.net
	RescueComp » Blog Archive » Anti Virus - Christmas shopping: Vista over XP? (The Register) 

	itp.net
	ITP.net {News: Virus worms its way into MySpace}


	BMBFPGJLIMCDFEGGJHCALHFAKDENKODH: 
	form1: 
	x: 
	f1: 
	f2: 
	f3: 
	f4: 
	f7: 6215

	f5: Submit Comment
	f6: 


	HAHOABMGACIAOINOEGDGBEGGKNNCLCFG: 
	form3: 
	x: 
	f1: [- section]
	f2: 

	f3: Go »
	f4: 

	form5: 
	x: 
	f1: your email address
	f4: 666
	f5: Windows Middle East electronic edition
	f6: subscribe

	f2: Go »
	f3: 

	form6: 
	f1: 




