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Internet Security
Internet control, email and network protection 

George Bush Worm dances its way into computers 
21 May 2007  MicroWorld 

  

"Check out this animation of Bush" – says a message popping up in your MSN 
Messenger. 

If you click on the link that follows to see the president of America letting his hair 
down, you will be unwittingly inviting a Worm to do some fast-paced moves inside 
your computer, say Security Experts at MicroWorld Technologies.

A Worm named ‘Worm.Win32.VB.au’ spreads with the help of messages written in 
Spanish, which says ‘mira esta animacion de bush’, coming from known and unknown 
contacts. Translated to English, it reads as, ‘See this animation of Bush’. After getting 
into a victim’s computer, the Worm quickly sends the malicious links to all contacts 
present.

“Using fake and real stories about world political leaders is a tried and tested way of 
malware proliferation,” says Rohini Sonawane, Chief Operating Officer of MicroWorld. 
“From death stories of Vladimir Putin, to the heart attack of Australian Prime Minister 
to the resurrection of Boris Yeltsin, these ploys have always triggered an instant 
reaction from a good number of computer users.”

Most such attacks in the past were in the form of emails carrying sensational 
attachments. But in the case of malwares using Instant Messengers like the one in 
question, it’s about just one click. The best Social Engineering is when you don’t give 
an opportunity for the targeted user to think and instead get her to act on her reflex, 
adds Rohini.

Win32.VB.au is written in Visual Basic language and comes with a size of 122,880 
Bytes. The malware creates a few registry entries so that it gets executed every time 
the computer is started. 

The IM worm does not contain any dangerous payload in its present form. But similar 
methods can be employed by Virus Writers in proliferating more destructive Worms or 
Trojan Downloaders in a possible second wave of attacks. Exploiting vulnerabilities in 
Instant Messengers is another mode of malware proliferation that’s getting increasing 

 
 

 

Related Articles
 
 

●     Worm spreads in the guise of a Security 
Update
Security experts at MicroWorld Technologies warn 
that a worm named ‘Win32.Warezov.ms’ is 
spreading via spammed emails, disguised as 
system generated security warnings from the email 
service provider. 

●     Storm worm strikes again
New variant of this January 2007 worm and Trojan 
horse combo is causing new headaches worldwide.

●     Conycspa Worm cons computer users with a 
screensaver
Next time you get an email with a subject line 
'screen saver', carrying an attachment, apply 
caution! 
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attention from Virus writers.

MicroWorld protects organizations and Enterprises against a wide spectrum of threats 
with futuristic Security Solutions. Powered by the MWL technology, eScan from 
MicroWorld provides round the clock protection for Servers and Desktops against 
Virus, Trojan, Mail and IM Worm, Adware, Spyware, Spam, Phishing and Content 
Security threats. 

 

MicroWorld

MicroWorld Technologies is the developer of the world's most advanced AntiVirus, 
Content Security and Firewall software eScan, MailScan, and eConceal. MicroWorld 
Winsock Layer (MWL) is the revolutionary technology that powers most of MicroWorld 
products enabling them to achieve several certifications and awards by some of the 
most prestigious testing bodies, notable among them being Virus Bulletin, 
Checkmark, TUCOWS, Red Hat Ready and Novell Ready.

 

Other Internet Security 
News  

Security White 
Papers  

Grisoft releases AVG Internet Security 
Home Edition

AVG UK & Ireland, the official business partner of 
GRISOFT, makers of AVG Internet Security 
software, have announced the immediate 
availability of AVG Internet Security Home 
Edition.

Netintelligence wins Top 
European Security Award
Ni Enterprise Manager is SC 
Magazine's Best Security 
Management Service of the Year

PATCHLINK DELIVERS NEXT GENERATION 
ENTERPRISE READY SOLUTION TO HELP 
MAINTAIN INTEGRITY OF IT ENVIRONMENT
PatchLink Update 6.4 Delivers Policy-Oriented 
Architecture to Protect and Manage Costs and 
Valuable I.T. Resources from Emerging Threats

GFI warns one anti-
virus engine is not 
enough to protect your 
business
Although 99% of large 
British companies use 
anti-virus products, 43% 
were still infected by 
viruses (UK ISBS Survey 
2006)

CONTENT FILTERING SOLUTIONS 
TECHNOLOGY REPORT APRIL 2006
Source: West Coast Labs/Netintelligence

Let the news come to you!
Subscribe to the IT Reseller weekly 
newsletter. View latest newsletter 

Email Address:  
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Beta Systems and Lufthansa 
Systems Sign Cooperation 
Agreement
Companies plan joint marketing 
of Enterprise Security 

Management solution GOVERNOR

DOUBLY SECURE DATA 
BACKUP FOR SME 
BUSINESSES
Equiinet, a leader in appliance 
devices designed to help small 
and medium enterprises (SME) 

make full and effective use of their networks, has 
launched BackupPilot.

Digi Passport now goes 
further
Features expanded support for 
Dell, HP, IBM, Rackable Systems 
and Sun servers and support for 
Server Technology power 
management equipment

More >> 

The Trend of Threats Today: 
2005 Annual Roundup and 2006 
Forecast
Trend Micro
The report that follows is not only an 
account and analysis of 2005 threat
incidents. It also serves as a forecast 

of what the future holds in 2006 and
onwards. Through Trend Micro‘s extensive 
research and analysis of the 2005
incidents, this paper documents how threats 
evolved into the multi-purpose
threat regime – thus providing corporate and 
home users information on what
to do to ensure they remain protected against 
future threats. Download free white paper.

If you can't beat it, manage it
David Caughtry of Computerlinks looks at the 
challenges facing IT managers with the growing 
use of Instant Messaging in the workplace.

Are you becoming a one-stop 
security shop?
David Ellis, director of e-security at 
Unipalm discusses best practice 
security management and the 
evolution of protection technology. 

How to keep spam off your network

More >> 
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