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New year brings worm attack
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[ Johannesburg, 4 January 2008 | - A massive attack of the Storm Worm variant called
‘Zhelatin.pt' is under way, with a rather simple modus operandi.

This is according to Manoj Mansukhani, head of Global Marketing at MicroWworld
Technologies. He says it begins with e-mails arriving with subject line ‘Happy New
Year' or ‘Message for new year'. The mail body has a Web address chosen from a
random list that contains URLSs like newyearcards2008.com, newyearwithlove.com,
hohoho2008.com, hellosanta2008.com, happy2008toyou.com and
uhavepostcard.com.
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On these Web sites, a message is displayed, which reads:
“Your download should begin shortly... Click here to
launch the download and press Run. Enjoy!”

advertisement

After clicking the link, he explains, Zhelatin.pt is
downloaded into the computer. “Once a victim clicks on the
downloaded exe, the worm drops some files and runs
certain services to quickly and silently make the computer
a part of a large spam relaying network or botnet.

“Taking down the Web sites used in this worm attack is
quite a challenge, as all of them are hosted using a
technique called Fast-Flux DNS,” explains Mansukhani.
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