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Trojan Directs Computers To Porn, Drug Sites 

SOUTHFIELD - Half part pesky and half part sleazy. That's how you can 
describe this malware that takes over your browser and redirects it to 
pornography and diverts online searches to salacious websites or drug stores. 
Security experts at MicroWorld Technologies caution computer users against 
probable infection of a Trojan named "Win32.StartPage.jo" while visiting 
dubious websites or downloading freebies from untrustworthy sources on the 
net.

Win32.StartPage.jo changes Internet settings on the affected computer. The 
default home page in Internet Explorer is changed to www.find-online.net. It 
also adds a range of porn sites and bogus drug sites in the favorites folder and 
makes changes in the Windows registry to activate the Trojan at the system 
start-up.

“This Trojan can impede your Internet activity by popping up pornographic 
content every now and then,” says Vikas Vishwasrao, Assistant Manager - 
R&D, MicroWorld. “Some of these sites offer to the user Codecs and other 
downloads which potentially pave way for more malware to enter the computer. 
A couple of them are also seen exploiting browser vulnerabilities to slither into 
unprotected PCs.” 

Porno-Trojans can lead an infected computer to child pornographic sites, 
accessing which is a criminal offense in many countries. Court may indict an 
under-trial for no fault of his, based on the evidence of websites prompted by 
the malware, found in the browsing history. 

A case in point is the incident in which substitute teacher Julie Amero from a 
Connecticut school faced several years of imprisonment as her computer 
displayed X rated content to impressionable kids. A fresh trial has been granted 
to her after security experts pointed towards the probable presence of a Trojan 
in the computer.

“Browser hijackers can pose yet another threat when used in Pharming attacks. 
Pharming is an advanced form of Phishing where users are redirected to phony 
look-alikes of bank and credit card websites even when you key in the actual 
URL of the site directly into the address bar of the browser. Next, all confidential 
information you’ve entered into the website in good faith can reach straight to 
the malware author, who would use that information in whichever way he 
wants,” says Sunil Kripalani, Vice President, Global Sales and Marketing, 
MicroWorld.

MicroWorld’s security software, eScan, protects computers from threats like this 

http://www.mitechnews.com/articles.asp?id=7987&sec=24 (1 of 4) [05/12/2007 11:57:13 AM]

http://www.mitechnews.com/rss.asp
http://www.mitechnews.com/rss.asp
http://www.mitechnews.com/rss.asp
http://www.mitechnews.com/rss.asp
http://www.mitechnews.com/index.asp
http://www.mitechnews.com/about.asp
mailto:%62%72%65%6e%6e%61%6e%40%6d%69%74%65%63%68%6e%65%77%73%2e%63%6f%6d
http://www.theglance.com/
http://www.mlive.com/jobs
http://www.mitechnews.com/mediakit.asp
http://www.mitechnews.com/prnewswire.asp
http://www.mitechnews.com/prnewswire.asp
http://www.mitechnews.com/register.asp
http://www.mitechnews.com/Articles.asp?sec=105&name=Biotechnology
http://www.mitechnews.com/Articles.asp?sec=102&name=Breaking News
http://www.mitechnews.com/Articles.asp?sec=109&name=ConnecTech/Automation Alley
http://www.mitechnews.com/Articles.asp?sec=13&name=Entrepreneur's Corner
http://www.mitechnews.com/Articles.asp?sec=112&name=Going Global
http://www.mitechnews.com/Articles.asp?sec=104&name=GreenTech
http://www.mitechnews.com/Articles.asp?sec=23&name=Guest Columns
http://www.mitechnews.com/Articles.asp?sec=115&name=New Products/Contracts
http://www.mitechnews.com/Articles.asp?sec=114&name=Podcast
http://www.mitechnews.com/Articles.asp?sec=24&name=Security
http://www.mitechnews.com/adclick.asp?id=2424
http://www.mitechnews.com/adclick.asp?id=2554
http://www.mitechnews.com/adclick.asp?id=2529
http://www.mitechnews.com/adclick.asp?id=2354
http://www.mitechnews.com/adclick.asp?id=2551


Michigan Technology News, the online source for Michigan's technology business 

Content Partners:
Automation Alley

Detroit Regional Chamber
MITechNews Podcasts

GLIMANetwork
Gongwer News

ACE 2008
GRNow

China Auto Review
China Business Update

MI-SBTDC
MI Venture Capital
Great Lakes Angels 

Capital Community Angels
Michigan Small Tech Assoc.

Ann Arbor Angels
GL Entrepreneurs Quest

Motor City ISSA
Michigan InfraGard

CreateDetroit
EMU CERNS

MI Manufacturers Assoc
MISurvives

Walsh College IAC

Advertisers:

with its advanced malware detection technologies. Using MWL technology, 
eScan blocks malware on-the-fly while being downloaded from the Internet. 
MicroWorld advises users to protect their computers with a competent security 
software and keep it regularly updated.

Author: Staff Writer 
Source: MITechNews.Com
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