My Broadband :: Hardware & Software : Mail written in Russian spreads Scano worm

myadSI.cD.za

Home | Forums | Archives | Search | Speedtest | Advertising | Contact | About & Link | RSS

Links Home Hardware & Software
Home e Related Articles
: n
Speak Y our Mind Y HETZNER » Manth-to-month contracts « A life spent fighting viruses 05/31/06
Blogs \W in Hosting [ R795 per month s 9¢ per MB traffic save - A Ife\yered approach WI-FI 0_5/3.1/06
Podcast + FREE FIREWALL = China denounces US govt rejection of
— Lenovo 05/30/06
Downloads ) ) ) ) = Concern for African markets over
Mail written in Russian spreads Scano worm latest software piracy rates 05/29/06
. = The evolution of threats 05/29/06
- : X
Te = Latest laptops boost mobile
Leecoms connectivity 05/29/06
Broadband @ @ = Dell to bundle Google software on new
ADSL SERD PRIMT REWIEWS PCs 05/26/0_6
= _Get the picture on the latest flat-
M panel TVs 05/26/06
MyWireless _ _ _ ) = Campaign barely dents rampant
iBurst Security experts at MicroWorld Tgchnologles c-Ialm 'Fhat a worm named _ software piracy 05/25/06
— 'Worm.Win32.Scano.e' spreads via e-mails written in Russian carrying an attachment in
Gaming 'HTA' format.
Hardware &
Software Sponsor
International The malicious component of this Worm is a Windows PE .EXE file. Once inside the
- victim’s computer, it goes about stealing e-mail addresses from a user’s address book,
Business & and starts sending itself as attachments to the e-mail-1Ds found. The subject and body
Genera of the mail vary as it is chosen randomly from a list.
News Partners “The earlier versions of Scano and similar types used to spread via injecting script worms

through Internet Explorer vulnerabilities,” says Arti Taru, assistant manager, R&D,
MicroWorld Technologies.

“But this one takes the e-mail route and can claim large numbers of victims, as it nicks e-
mail "HTA’ attachment, | see no reason why he should be apprehensive about opening
it!”
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Financial Mail At the next level, Scano.e logs on to various pre-decided Web sites and downloads more
. dangerous Trojans and Backdoors without the knowledge of the user. Such backdoors

Business Day can even turn a computer into a remote-controlled bot, via IRC channels.

Business Report

MoneyWeb “The modus operandi of many new breeds of malware, is to find a foothold in your

ICT World computer in the first place, using a small piece of malware code.

Finweek/Fin24

"Then it moves on to downloading more harmful stuff from specific Web sites. Some of
them can upgrade to a higher degree of threat, while some others can mutate to become
a different breed altogether with the newly acquired components,” explains Govind
Rammurthy, CEO, MicroWorld Technologies.
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