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Security experts at the AntiVirus and Content Security firm MicroWorld Technologies say that 

new exploits are out on the Internet and are being actively exploited using many malicious 

websites, while Microsoft Corporation broke its monthly patch cycle and released a security fix 

yesterday for the critical cursor vulnerability referred to as CVE-2007-1765. The flaw in question 

is a remote code execution vulnerability that exists in the way Windows handles cursors, 

animated cursors and icons that use .ani files. These are the files that help changing the cursor 

into a heart, a bee, a fighter plane, or any other animation. 

 

An attacker can exploit the vulnerability by constructing a tricky cursor that can potentially allow 

Remote Code Execution when a user visits a malicious website or views a specially crafted e-

mail message. If the attacker succeeds in exploiting the vulnerability, he or she can take over the 

computer and perform operation on it, while in some other cases, it turns out to be a Denial of 

Service attack by causing continuous system reboots.  
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