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& OFF THE WIRE @ SECURITY WORLD

@ Google to strengthen Calendar privacy warnings # Attackers improve on JavaScript trickery ® Where's the virtual security? # Lawmakers grill U.S. agencies on
cyberattacks # Apple patches 25 security holes # European e-crime portal scheme floated ® New attack puts routers, cell phones, other gear at risk

@ MIT Kerberos 5 Release 1.5.3 with security fixes @ General availability of SSH Tectia Server 5.4 for IBM z/OS # Decru secureView management framework for
enterprise-wide storage security unveiled # Nationwide foils phishers with help from MarkMonitor # Protection suite for VMware Infrastructure 3

@ New Security Features in Internet Explorer 7 @ Microsoft Information Protection # Hacking the Cisco NAC - NACATTACK @ HNS Podcast: The Present State
of E-mail Security # The Rise of SSL VPNs

@ |nstant Worm shows pictures of steamy model # Spammed malware attack poses as camera phone footage of university shootings # Instant messaging worm
spreads via Skype messages # Cimuz.EL, a new and already widespread trojan # Worm spreads in the guise of a Security Update

{3 SECURITY SOFTWARE

(246 8

@ ++ GFI LANguard Network Security Scanner 8% Secrets Protector Pro 2006 = Tracks Eraser Pro 6.1 @ Generic Security Service 0.0.19 # Clean Disk Security
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HNS - Instant Worm shows pictures of steamy model
7.5.6 @ Digital Invisible Ink Toolkit 1.5 # LockNote 1.0.3 # GFI LANguard Network Security Scanner 8 # WinSCP 4.0.0 # ZoneAlarm 7.0.0337 # Outpost Firewall

Pro 4.0.1007.7323

@ TrouSerS 0.2.9.1 = FreeRADIUS 1.1.6 # MIMEDefang 2.62 # GnuPG 2.0.3 # strongSwan 4.1.1 ® pam_usb 0.4.0 @ Wsh 2.2.2 & vthrottle 0.60 ® SmokePing
2.0.9 # Nagios 3.0a3 # Tinc 1.0.7 # Keychain 2.6.8

@ Random Password Generator 1.6.1 # Radmind Assistant 1.0.0 # PDFKey Pro 3.4.1 # MultiAlarm 3.4.2 @ Mac GPG 1.4.7 # Little Snitch 1.2.4 @ iStumbler 98
@ |PSecuritas 3.0rc3 & GlowWorm FW Lite 1.5.3 # FrameSeer 1.7.2 # iProtector 1.3 # Data Guardian 1.1

2@ SecuBox for Pocket PC @ Crippin 2.12 = Airscanner Mobile Encrypter 2.9 @ Sentry 2020 2.9 &« WiFiFoFum 2.1.1 = AirFix 1.0b = Confidential Notes 1.1 =
Airscanner Mobile Firewall 2.4 # WiFi Graph 0.3 RC3 # SignWise Pro 2.52 # eWallet 4.0 # Pocket Warrior 15022003-B

.. ADVISORIES |5+ VULNERABILITIES
@ Slackware Security Advisory - freetype (SSA:2007-109-01) = Slackware Security Advisory - xine-lib: Heap-based buffer overflow (SSA:2007-109-02) # US-
CERT Technical Cyber Security Alert - Apple Updates for Multiple Vulnerabilities (TA07-109A) # Apple Security Update - Security Update 2007-004 (APPLE-SA-
2007-04-19) = Mandriva Linux Security Update Advisory - sqlite (MDKSA-2007:091) @ Mandriva Linux Security Update Advisory - php (MDKSA-2007:088)

@ Pie Cart Pro affiliates.php Inc_Dir Variable Remote File Inclusion # Pie Cart Pro orders.php Inc_Dir Variable Remote File Inclusion @ Pie Cart Pro events.php
Inc_Dir Variable Remote File Inclusion # Pie Cart Pro index.php Inc_Dir Variable Remote File Inclusion # Pie Cart Pro articles.php Inc_Dir Variable Remote File
Inclusion # Pie Cart Pro fags.php Inc_Dir Variable Remote File Inclusion
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Instant Worm shows pictures of steamy model
Posted on 19.04.2007

According to Security Firm Microworld Technologies, a Worm named Win32.Pykse.a is on the loose, spreading through an Instant Message that shows a
skimpily clad picture of Sandra, a model, in return of installing the malware in their computers.

The link to the Worm comes as a message using the Skype API, chosen from a list of random links pointing to a jpg image hosted on Russian Websites. Then
the tricky malware turns off the message alert feature in Skype so that a notification message will not be shown to the targeted user when he or she receives the
malicious message.

As soon as the victim clicks the link, a Trojan Downloader is pushed into the computer, which goes ahead and brings in Pykse.a. Once inside the computer, the
Worm attempts to connect to several websites, most of which are seemingly associated with click fraud scams. Interesting enough, one site contains a legitimate
content lifted from the ‘Living Africa’ website. Even better, another one looks like a counter website that monitors the number of computers the malware manages
to infect.

[ Virus Center main page ]
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