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& OFF THE WIRE @ SECURITY WORLD
@ Microsoft finds malware on 5.7M tested PCs # Creating a culture of security # More dangerous rootkits may lurk on horizon # Microsoft corporate security
client a year away @ Will Ethereal be devoured by Wireshark? @ Retain or restrain access logs? # Worm attacks Yahoo e-mail

# Dismantle the Control System of a Network for Swindling ‘Pay Per Click’ Systems & NetOp Remote Control Allows Help Desk Personnel to Use Smart Cards to
erify Identity to PC Users # McAfee Leverages Research Expertise to Raise Public Awareness of Potential Points of Attack # O'Reilly Releases "Perl Hacks"

Companies see risk of removable media but still turn a blind eye

BB LATEST ARTICLES -’ VIRUS CENTER
@ |nterview with Kenny Paterson, Professor of Information Security at Royal Holloway, University of London # How To Win Friends And Influence People With IT
Security Certifications # Understanding Technical vs. Logical Vulnerabilities # Help Net Security Podcast: Episode 1 - Nortel's Approach To Security # How

Companies Can Manage Strong Authentication Intelligentl
# Beware of a wave of ‘ghost mail’ # New scam aimed at stealing confidential data # Trojan Tricks You into Buying Rogue AntiVirus # Mail Written in Russian
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Spreads Scano Worm # Weekly Report on Viruses and Intruders - Gusi.A and Gusi.B Trojans
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2 ++ GF| LANqguard Network Security Scanner 7# ++ Acunetix Web Vulnerability Scanner 3.0# Password Safe 3.01 # WinSCP 3.8.1 = JSch 0.1.28 = GFI
Endpoint Security 3 # WinDeveloper IMF Tune 2.8 # VisualRoute 2006 10.0i ® SSL-Explorer 0.1.16 # Reason 0.5.1 # Tor 0.1.0.17 # Digital Invisible Ink Toolkit
1.4
& Dazuko 2.2.1 @ Distributed Access Control System 1.4.13a # WebJob 1.6.0 # Nagios 2.4 # strongSwan 2.7.1 & Openlx 1.2.5 # Sussen 0.22 # John the
Ripper 1.7.2 # MailScanner 4.54.6-1 ¢ TinyCA 0.7.3 # MaraDNS 1.2.07.4 # The Sleuth Kit 2.04
@ KisMAC 0.21a = iStumbler 96 @ Fugqu 1.2.0 @ Little Snitch 1.2.2 @ Victor 2.0 ® Net Tool Box 3.1 ® PDFKey Pro 1.0 ® HenWen 2.1.2 @ Mac GPG 1.4.1 @
IPSecuritas 2.1 # Pastor 1.7 = JellyfiSSH 4.2
@ WiFiFoFum 2.1.1 = Crippin 2.8 @ AirFix 1.0b = Airscanner Mobile Encrypter 2.5 @ Confidential Notes 1.1 # Airscanner Mobile Firewall 2.4 # WiFi Graph 0.3
RC3 = SignWise Pro 2.52 # Sentry 2020 2.8 = eWallet 4.0 # Pocket Warrior 15022003-B # Touch Password Protection 2.3

‘ ADVISORIES [§ VULNERABILITIES

@ Mandriva Linux Security Update Advisory - Updated freetype2 packages fixes multiple vulnerabilities (MDKSA-2006:099) = Debian Security Advisory - freetype
ulnerabilities (DSA 1095-1) # SUSE Security Announcement - SUSE Security Summary Report (SUSE-SR:2006:013) = SUSE Security Announcement - SUSE-

SA:2006:030 (postgresqgl) ® Trustix Secure Linux Security Advisory - binutils, mysql, spamassassin (2006-0034) # Ubuntu Security Notice - firefox vulnerabilities
USN-296-1

@ BlueShoes Framework fag/Bs_Fag.class.php?APP[path][applications] Variable Remote File Inclusion ® BlueShoes Framework
ilebrowser/fileBrowserlnner.php?APP[path][core] Variable Remote File Inclusion # BlueShoes Framework filemanager/file.php?APP[path][core] Variable Remote

File Inclusion # BlueShoes Framework filemanager/viewer.php?APP[path][core] Variable Remote File Inclusion @ BlueShoes Framework

imagearchive/Bs |ImageArchive.class.php?APP[path][core] Variable Remote File Inclusion ® BlueShoes Framework mailinglist/Bs_MI_User.class.php

GLOBALS[APP][path][core] Variable Remote File Inclusion

Ohio Bank phishing scam offers new security mechanismPosted on 11 June 2006.

Security experts at MicroWorld Technologies inform that a new Ohio Bank Phishing mail in circulation tells users that the bank is introducing a new online
security mechanism for which they need the confirmation from account holders.

The mail tells users that due to recent fraudulent activities on some of the bank’s accounts, Ohio bank is introducing a new security mechanism to make banking
safer for its users. The bank would require to check the validity and genuineness of the account holder and it directs to click on a link to do so.

Once you click on this link, it takes you to a page that looks like an authentic Ohio Bank webpage in every sense, complete with active links and menu that
connect you the original webpages of the bank. At the middle of the page, there’s link that tells you to click on it, in order to verify the account information.
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Now you are taken to the true face of the scam. The brazen form asks you to put in your User ID, Password, Card Number, Expiry Date and ATM PIN! Well, this
scamster does not believe in stealing a few items and running away. Rather, he would go the whole hog and empty the coffer! To add to its credibility, there’s a
bold VeriSign logo staring at you from the middle of the webpage.

Phishing is the form of online Identity Theft using fake emails and spoof websites of reputed banks, Credit Card Companies, Online Stores, ISPs and every thing
else that has a name and credibility attached to it. The hi-tech scam has claimed countless victims around the world already. With increased awareness among
computer users about Phishing, one section of phishers has already moved on to DNS redirecting Trojans or a method other wise called as Pharming. The other,
more traditional group, is still relying on smarter Social Engineering schemes like the one we have just observed.

“Phishing started off with mails posing as a routine account authentication procedure from the bank,” explained Govind Rammurthy, CEO, MicroWorld
Technologies. “Soon it moved on to scarier ones which told users that their accounts have witnessed suspicious activity and if they don't verify the information,
the accounts will be suspended. Then came mails that offered free tickets and coupons, which just required users to complete a small verification procedure.
Now for the last few months a large number of scams like the one in question, are posing as security alerts and Phishing awareness campaigns themselves. At
MicroWorld we call it Upside-down Innovation!”

“We need to see Phishing and Pharming in the broader spectrum of increasing online crimes with well-defined financial motives. You've got criminals hacking
into large

e-commerce websites, launching Denial of Service Attacks, conspiring international copyright infringements and extortion threats. All these indicate that cyber
gangs are after the money of anyone who is directly or indirectly connected to the World Wide Web. The scenario positively underlines the need to secure your
online interactions like never before!” said Govind Rammurthy.

[ Security World main page ]
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