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@ Malware more compatible with Vista than anti-malware products # Hackers to target mobile banking, study says @ Vista Service Pack 1 is coming # Widgets:
the next big security threat? @ Vista copy protection is defended @ The Cross-Site Request Forgery (CSRF/XSRF) FAQ @ Researcher says PatchGuard changes

helped Microsoft

@ VolIP security trends and predictions for 2007 # Advanced email security for IBM Lotus Notes # Bitdefender unveils powerful security protection for Microsoft
indows Vista # Check Point VPN-1 POWER VSX NGX reduces costs by virtualizing network security ® Yoggie Security Systems receives an investment by

Silicom Ventures
I LATEST ARTICLES -: " VIRUS CENTER

@ RFID in the Supply Chain — A New Demand for Availability # Crawling Ajax-driven Web 2.0 Applications # Interview with Balazs Fejes, CTO of EPAM Systems

@ Creating A Culture Of Security — The Real Challenge # Automated Scanning vs. The OWASP Top Ten
@ This Trojan talks about missiles, comes like a storm # Info on SCVMan.B and Killav.FG trojans, Radoppan virus family # 20% of trojans in 2006 were designed
to steal bank details # "Storm Worm" on the tail of European Storm @ Panda joss-stick virus is ho pandemic
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2@ ++ GFI LANguard Network Security Scanner 7% ++ Acunetix Web Vulnerability Scanner 4@ JSch 0.1.31 # SSL-Explorer 0.2.9.05 # VisualRoute 2007 11.0c =

Eraser 5.8.2 # Password Safe 3.05.02 # CommView 5.4 @ Tor 0.1.1.26 @ Outpost Firewall Pro 4.0 # Cain & Abel 4.0 = Le Putty 2006-10-03

@ Flawfinder 1.27 # Kismet kismet-2007-01-R1b # [PCop 1.4.13 @ strongSwan 2.8.1 @ Revelation 0.4.11 @ Vuurmuur 0.5.72 # NuFw 2.0.13 # Prelude Manager

0.9.7.1 @ The Sleuth Kit 2.07 # Aide 0.13.1 @ Botan 1.6.0 @ Nmap 4.20

@ Pastor 1.7.4 # NetShred X 3.17.2 # Data Guardian 1.0 # iProtector 1.0 # MultiAlarm 3.4 # OS X Rootkit Hunter 0.1 # Password Gorilla 1.4 # Pict Encrypt 2.0

@ Safer Workstation 1.0.1 ® FrameSeer # XNmap 3.0 # Radmind 1.7.0

@ Airscanner Mobile Encrypter 2.9 @ Crippin 2.9 # Sentry 2020 2.9 # WiFiFoFum 2.1.1 @ AirFix 1.0b # Confidential Notes 1.1 # Airscanner Mobile Firewall 2.4 &
iFi Graph 0.3 RC3 # SignWise Pro 2.52 # eWallet 4.0 # Pocket Warrior 15022003-B # Touch Password Protection 2.3

@ ADVISORIES [§ VULNERABILITIES

@ SUSE Security Announcement - acroread (SUSE-SA:2007:011) # Debian Security Advisory - netrik (DSA-1251-1) @ Trustix Secure Linux Security Advisory -
bzip2, kerberos5, squid, wget, xorg-x11 (2007-0003) &= SUSE Security Announcement - SUSE Security Summary Report ( SUSE-SR:2007:001) # Mandriva Linux
Security Update Advisory - libgtop2 vulnerability (MDKSA-2007:023) = Microsoft Security Bulletin - Re-Releases (MS07-002)
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GFI: Control entry & exit of data on your network with GFI EndPointSecurity. FREE eval!

This Trojan talks about missiles, comes like a storm
Posted on 22.01.2007

A killer at 11, he's free at 21 and kill again!, Chinese missile shot down USA aircraft, U.S. Secretary of State Condoleezza Rice has kicked German Chancellor
Angela Merkel, British Muslims Genocide, 230 dead as storm batters Europe, and finally, 'Saddam Hussein alive'!

These are some of the subject lines of an ongoing Trojan spam campaign that was shot off like a missile and is spreading like a storm across the world at
present. Most of the email subject lines are inspired by the current international socio-political events, though the figment of the author’s(s) imagination is
stretched too far in most cases!

Security experts at MicrowWorld Technologies says the Trojan Downloader named Win32.Agent.bet rides on a mass mailing campaign with smart titles and
carries attachments like FullClip.exe, Full Story.exe, Video.exe and Read More.exe.

“This is clever malware proliferation as the people behind this campaign knows it well that shock is perhaps the best way to momentarily freeze one’s rational
thinking and get him or her to do what they want,” points out Sunil Kripalani, Vice President, Global Sales and Marketing, MicroWorld Technologies. “You can
see that the subject lines of most of these mails are written well and it simply adds to their conviction powers!”

Win32.Agent.bet is a Trojan Downloader with Backdoor capabilities and peer-to-peer communication possibilities. The Trojan can log on to predefined websites
in order to download possible malicious code into the victim's computer while it also opens some UDP ports to communicate with the peers. A component named
WINCOMS32.SYS of Win32.Agent.bet has rootkit capabilities and helps it avoid detection by security software in some cases.

MicroWorld Technologies offers comprehensive protection against all kinds of Virus, Trojan, Worm and other malwares with its security solutions MailScan and
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HNS - This Trojan talks about missiles, comes like a storm
eScan. MailScan 5, the newly launched version of the AntiVirus, AntiSpam and Content Security software employs some futuristic technologies in Virus
Protection and Spam Filtering.

“Malware attacks like these are best protected at the email Gateway level, by not letting the malicious code enter into the Mail Servers. With MWL technology, we
make sure that the mailing systems are given the most external, enclosing and proactive protection from all angles. Club that with our multilayered Spam Filtering
and you've got the safest Security System, guarding your organizations email infrastructure round the clock,” says Govind Rammurthy, CEO of MicroWorld
Technologies.

[ Virus Center main page ]

Black Hat Europe 2007
Briefings &Training

March 27-30
Mdovenpick Amsterdam
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