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SecurityProNews: Backdoor Trojan Threatens To Take
Over User Computers
Aug 8, 2006, 07 :33 EST (0 Talkback[s])

(Other stories by Btv Raj)

"Security analysts at MicroWorld Technologies inform
that 'Win32.SdBot.asr" slips into user computers via
Trojan Downloaders or through manual downloads from
the Internet. The Trojan Bot is a Windows PE DLL file
created in 'C' and packed with WinUpack.

"'Win32.SdBot.asr' can execute programs, reboot the
system, open files, open webpages in the default
browser of the host, download files, launch and manage
a Proxy Server on the victim machine, redirect
information sent to local port towards a remote port and
send out system information to the remote attacker. The
backdoor will also log on to specific websites to update,
upgrade and mutate towards better capabilities.”
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