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Storm Worm Blows New Year Wishes 
Techtree News Staff Email Print 

Jan 3, 2008
 

Handle with care -- security experts at MicroWorld 
Technologies are warning about new year emails. 

They've discovered that a massive attack by the Storm 
Worm variant, "Zhelatin.pt" is currently underway, and that 
the modus operandi is deceptively simple. 

First, you get an email with a subject line that says, "Happy 
New Year" or "Message for New Year". The body of the email 
contains any of the following URLs: newyearcards2008.com, 
newyearwithlove.com, hohoho2008.com, 
hellosanta2008.com, happy2008toyou.com, or 
uhavepostcard.com. 

By visiting any of these URLs, you get a message that reads: 
"Your download should begin shortly. Click here to launch 
the download." In the event you click, a file, 
"happynewyear2008.exe" or "happy2008.exe" that carries 
the Storm Worm variant, "Zhelatin.pt" is downloaded on to 
your computer. 

If you happen to click on the exe, the worm drops some files 
and runs certain services to stealthily make your computer 
part of a large spam relaying network or Botnet. 

According to Manoj Mansukhani, head (Global Marketing) of 
MicroWorld Technologies, most of the Web sites used in this 
Worm attack are hosted using a technique called Fast-Flux 
DNS. 

Fast-Fluxing is the method wherein virus authors use a 
continuously changing network of botnet computers to act as 
proxy for hosting harmful Web sites. 

Meanwhile, the first of the "Zhelatin" variants appeared in 
January last year -- also as email, but with subject line, "230 
dead as storm batters Europe". 

Storm Worm is perhaps the most successful malware of its 
kind, with an established botnet of around 3 million 
compromised computers worldwide. Unlike other botnets, it 
does not have a central command; rather, operates using 
peer-to-peer networks. 

To protect against Storm Worm and its variants, users are 
advised to resist the temptation of clicking on season's 
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greetings. They also need to keep their anti-virus and spam 
control systems up-to-date. 
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