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Filed under: Antivirus software — admin @ 2:20 pm

A new vulner ability has been identified in Microsoft Word. Security Analystsat MicroWorld Technologies
inform that exploitsfor the vulner ability are out already, which can successfully thrust Trojan Downloadersinto
user computers.

Microsoft Corporation said they ar e investigating the vulner ability that existsin Microsoft Word 2000, 2002 and
2003, Word Viewer 2003, Word 2004 for Mac, and Word v. X for Mac, aswell as Microsoft Works 2004, 2005,
and 2006.

According to MicroWorld Experts, a specially crafted Word file carrying a Trojan Dropper named
‘MSWord.Agent’ can push Trojan downloadersinto victim’s computers. The Trojans deposited thisway can log
on to predefined websites and bring in danger ous malwar es like Backdoor s and Rootkitsinto avictim’s
computer.

“One stream of malwarewritersare quiet enthusiastic about exploring application softwar e vulner abilities as
they think that’salot moreeasier and rewarding than getting into the OSlevel intricacies,” commented Sulabh
Mahant, a Security Expert at Microworld Technologies. “ And incidentally, that’s a fast growing tribe which is

quiet apparent in the present tide of exploitstargeting various vulnerabilitiesin a range of applications, including

some of the AntiVirus products.”

In thelast oneyear, MicroWorld Technologies have detected many vulner ability exploitsaimed at MSWord files.

While ‘Win32.Mdropper’ and ‘MSWord.1Table.bd’ were Trojan Droppersthat transported Backdoorsinto
targeted computers, arecent Macro Virus detected in the month of November was primarily acting asa vehicle
for Password Stealing Trojans.

To combat masqueraded threatslike these, one’' s best bet would betorely on an Intelligent and fast updating
Antivirus softwar e, that can catch Virusesand Wormsat the Socket L evel, which isthe entry point for an
external fileto comeinto a computer. eScan from MicroWorld Technologies scansincoming data for Viruses
right there at the Winsock layer with the help of its MWL technology, to provide the most advanced protection
for Information Systems.

Source: http://www.net-security.org/virus_news.php?id=721
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